Secure File Interchange Installation Directions

The Secure File Interchange system allows the seughange of data over the Internet.

In order for DIVA to work an active X needs to Imstialled for your Microsoft Explorers

browser. MS Vista, XP, 2000
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Preparing the computer to allow DIVA for login and continuous
authentication:

Make the Microsoft Internet Explorer browser config changes to allow installation
of the SFI ActiveX control. [SFI.ActiveX.cal}

Open your Microsoft Internet Explorer browser —
In this order click with your mouse:

Tools — Internet Options — Security — Custom Level check the Prompt box for
Download signed ActiveXcontrols. [SFI.ActiveX is a certified Active X control. We

want to choose prompt so that you can see and atoenstallation of the required
ActiveX control.]
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Make the Microsoft Internet Explorer browser config

allow automatic downloading of encrypted files or s

this secure network.

Open browser —
In this order click with your mouse:
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changes to
treams from

Tools - Internet Options — Security — Custom Level check the Enable box for
Downloads/File download. [This will allow the automatic download of secure

encrypted files through your browser from the secue network.]

Jide
Iter Inc.-Support

=lations

alogy Council
andard_C5

for disabled entr
th Services Direc

. whitenoiselab

| Scientific Resea
ronic Application
- Wikipedia, the
o, ca-files-postin
Gary Price's List

liates

home

B @ 3

[ General_. Security | Privacy | Cantent | Connections_'
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| Programs | Advanced

Security Settings - Internet Zone

Settings

| &% Dowrloads
,3"3 Automatic prompting For file downloads
() Disable
(%) Enable
@‘2 File download
() Disable
(%) Enable
[ Font download
) Disable
(%) Enable
| ) Prompt
93 Enable .MET Framework setup
) Disable
(3) Enable
€| Miscellaneous

| firrace daks coowrac acvnee dornsine

| £

*Takes effect after wou restart Internet Explorer
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Installing Secure File Interchange

Setting up a public key based network is confusinggnerous and expensive. See:
http://www.wnlabs.com/Papers/verisign%?20cost.pdf

When you install the Whitenoise Secure File Intercange program you should see
each of the following screens in order. The instaltion of SFI will start and during
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this installation you will be prompted to install the MicroSoft VB C++ 2005

Redistributable.

You must install this deliverable. If this step isomitted during installation of the
application, you will be required to go directly tothe Microsoft site to download and

install this utility. It is required.
home

Installation.

1. Putyour Secure File Interchange USB flash drive kginto your computer

USB port.

2. Go to your USB drive [ie F: ] and click Setup.exe
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“ SEl Eile' Encryptor. Setup

SFl File Encryptor Installation
Welcome!

This installation program will install 5F1 File Encryptor.

Press the Next buttan ta start the installation. Y¥ou can press
the Cancel buttoh now if you do not want to install SFI File
Enciyptor at this time.

This will add orly what is needed for the application ta rn and
includes a complete Uninstaller for convenience,
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Click Next
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Click Next

Click Next

Click Next
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Installation will begin. About a third of the way into installation, you will be
prompted to install Microsoft VB C++ 2005 Redistributable with a screen similar to
the one below. Click Run or Accept and install thigutility.

7. Agree to the MS license

8. The Microsoft installation will finish
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9. And then the SFI installation will finish
If the redistributable did not install, you must install it now. Go to the end of this
document for directions to install the MS redistributable.

The same file may be included on your SFI flash dve key under a folder named
MS Redistributable and the file name is vcredist_x8.exe.

YOUR COMPUTER WILL REBOOT
home

Installing SFI Active X by connecting to your Inter net portal

The next critical step is to install the ActiveX catrol. To do so, we must access your
secure Internet portal. To do so, we will quickly end a file.

Send a Secure File

Right click on any test file you wish to transmit ecurely and choose
Encrypt<>Decrypt from the pull down menu.

home

Log into the physical key

[Default password isgass.]. This is single-session login to your physi&aly.
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home

The file is encrypted. Now, click on the suitcasetgo to your secure portal

You will be redirected to your browser and to ausednternet portal such as that listed
in the address bar. You will also see the Intelogin screen.

The first time you login to the Internet portal yaill be prompted to download and
install the SFI.ActiveX/ Plugin.

If you see a yellow bar across the top of your @wou will need to install the required
SFI/DIVA active X plugin. See the next illustratiomder Installing Active X.
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home

INSTALL ACTIVE X

Before you can use the application you need taliingte SFI/DIVA activeX control. If
you don't have the control installed you will gevarning message from SFI upon trying
to connect to your secure Internet portal site:

You will see a warning yellow bar at the top of yéwowser window asking you if you
want to install the control.

Click on this yellow bar.

Simply click on the yellow bar and choodastall ActiveX Control "
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You will then be prompted again, simply click dnstall"

After clicking on 'Install” the ActiveX controll will be installed and you lbe ready to
use log onto your Secure File Interchange Intepoetal.

home

Log onto SFI Internet portal.

http://shika.wnlabs.com
Your logins are:

Username = Nahar
Password = Nahar
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[If you get aToken Not Founderror at this point, it is because either the
SFl.ActiveX.cab or the Microsoft VB C++ 2005 Rédmitable has not been installed
or DIVA — Dynamic Identity Verification and Authmattion — needs to be reset by the
system administrator.]

Click the Send File Button.

Put a checkmark to identify the intended recipient.

\/

Click Next two time at the bottom of this screen ad the next group screen.

<

Browse and attach the file and click Finish.
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Your important file has now been safely deliveredYou will see an successful upload
message. The person to whom you sent the secure filas received an automatic
email notification saying that you have sent the le. They will click on the hyperlink
in the email to go retrieve the secure file.

Please study the online help file that is access&#dm your physical key.

home
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Addendum

Token Not Found error logging into SFI
Installing Microsoft VB C++ 2005 Redistributable

You may install this utility from your flash drivdS folder. Install vcredist x86.exe
You may also go directly to the Microsoft site twsiall this required component.

http://www.microsoft.com/downloads/details.aspx?Faid=200B2FD9-AE1A-4A14-
984D-389C36F85647&displaylang=en

10.
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15.

16.

Close and return to the section Logging onto Stdrhret portal.

home
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