
Quantum Computing  
Attack Resistant Cryptography   

Quantum attacks are an existential threat to ECC, RSA, and AES. 

Arithmetic or mathematically based cryptography can be broken by 

definition. It is simply a degree of difficulty. 

άLƴ !ǳƎǳǎǘΣ нлмрΣ b{! ŀƴƴƻǳƴŎŜŘ ǘƘŀǘ ƛǘ ǇƭŀƴƴŜŘ ǘƻ ǘǊŀƴǎƛǘƛƻƴ ƛƴ ǘƘŜ ƴƻǘ Řƛǎǘŀƴǘ ŦǳǘǳǊŜ ǘƻ ŀ ƴŜǿ 

cipher suite that is resistant to quantum attacks. Unfortunately, the growth of elliptic curve use has 

bumped up against the fact of continued progress in the research on quantum computing, 

necessitating a re-evaluation of our cryptographic strategy."   τwiki 
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Dynamic Distributed Key Infrastructures (DDKI) is a virtual security 

framework of devices and persons with DIVA.  You can easily use it 

with existing asymmetric network frameworks to fix PKI  fatal flaws. 

 

Dynamic Identity Verification and Authentication (DIVA) is a virtual 

protocol exploiting Whitenoise keys (DRNG) as a one-time-pad. 
 

Whitenoise cryptography for one-time-pad network security 
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How a Whitenoise key (DRNG) is created 

The subkeys loop infinitely left to right. We can use this data source only to the point where all the seams between all the subkeys line up perfectly vertically. 
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Å Variable number of 

prime number length 

subkeys 

ÅEach bit is XOrôd with 

the corresponding bit of 

the next subkey 

Å Two bytes worth are 

appended together and 

run through an  

S-box 

Å It becomes the first byte 

of the delinearized key 

stream 



The hacker has no knowledge of the master key which populates the subkeys with random data. 

Whitenoise one-way functions 
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Å Two bytes are taken 

from the initial key 

stream, appended 

together, and pushed 

through an S-Box 

Å Only one byte emerges 

Å A hacker cannot go 

backwards and guess 

two bytes of key stream 

from one byte of 

captured information 

Å The hacker has no 

knowledge of the 

number of subkeys, 

their lengths, or the 

random data they are 

populated with 

Å It is a one-time pad 



This is the weakest key possible ~ 1600 bits. Bit strengths, key lengths, speed and entropy are easily scalable because Whitenoise is deterministic. Adding more 

subkeys results in greater entropy in the perturbed key. 

How to calculate length and strength of a Whitenoise key 
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Å The length of a 

Whitenoise key is 

calculated by multiplying 

the length of the 

subkeys in bytes 

Å The strength of a 

Whitenoise key is 

calculated by adding the 

lengths of the subkeys 

in bytes and multiplying 

by 8 bits per byte 

Å To create a key  

> 100 billion bytes long, 

we only have to store 

158 bytes of information 



Whitenoise key characteristics 

Å The key is an exponential deterministic random number generator (DRNG) data source.  

Å The government department, Telco or service provider receives a UNIQUE master key (DRNG).  

Å The entity can make an unlimited number of client account keys and distribute them to their customers 

or network endpoints one time.  

Å The unique, private, account keys create key streams of exponential length and are deterministic RNG 

themselves. Key structure storage requires little space.  

Å The unique, endpoint, distributed, private keys create an infinite number of unique one-time-pad tokens 

(small key subsets) from that one-time-distributed key.  

Å We know where each key-based cryptographic call or control is being called from in the key stream by 

tracking current dynamic offsets.  

Å Using keys is incredibly fast because after key setup the only function is XOr which is the fastest 

operation on a computer. This allows Whitenoise to be used in IoT and sensor contexts that cannot use 

cryptography with high overhead like RSA, ECC and AES. 
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http://www.wnlabs.com/pdf/Internet_of_Things_and_Whitenoise_Technologies.pdf


Track all key based security controls from one infinite deterministic  

random key stream 

22 1F CB FE FA 17 F2 8E A5 F0 8A E1 55 D6 DD 36 13 73 E2 9A 65  2F F6 EA 71  FE F7 D7  B8 28  5D 26  8B 93  64  16  03  

Fixed token for 
identity 

like a cert 

Fixed token for 
non-repudiation 

Current dynamic offset 
for one-time pad 
authentication 

Current dynamic offset 
for one-time pad 

encryption 

Current dynamic offset 
for signature 
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Key characteristics 

Å The keys and tokens can be of ANY bit strength. 

Å Smaller tokens for authentication can be safely used because DIVA operates as a dynamic, continuous, 

one-time pad. 

Å Because the keys are unique to each endpoint or device they provide authenticated encryption for storage 

or transmission with provenance and identity. 

Å Because keys use the fastest function available on computers, XOr, it is always as fast as the hardware. 

Å Because the keys are bit independent they can be parsed and cut up and reassembled. This ensures 

secure key storage separating key structure and offsets and scalable speed. 

Å In hardware (like FPGAs), 2 bytes per clock cycle are processed. Speed is scalable by adding more 

threads. The fastest RSA algorithm (Spritz 2014) needs 24 clock cycles to process one byte. AES-NI 

needs 28 clock cycles per byte. Both Spritz and AES-NI are slow and computationally intensive. 

Whitenoise is side channel attack resistant .  
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http://www.wnlabs.com/pdf/Chip_versus_PIC_cost_comparison.pdf
http://www.wnlabs.com/pdf/Chip_versus_PIC_cost_comparison.pdf
http://www.wnlabs.com/pdf/Chip_versus_PIC_cost_comparison.pdf
http://www.wnlabs.com/pdf/WN_Paper_2015_DRAFT.pdf


Dynamic Identity Verification and Authentication (DIVA)  

is a One-Time-Pad 
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Both server and endpoint have a copy of the account identity management key. The server sends a request to the 

endpoint for an identification token of a specific length ï in this case, 25 bytes. It is not sending across either an offset or a 

key with this request. 

Device state 1a Last valid offset 

22 1F CB FE FA 17 F2 8E A5 F0 8A E1 55 D6 DD 36 13 73 E2 9A 65 2F F6 EA 71 FE F7 D7 B8 26 5D 26 8B 93 64 16 03 

The key stream is a minimum of 1060 bytes in length. We are continuously and dynamically comparing tokens to ensure 

the correct identity of the network user. A token is an unused segment of key stream of an arbitrary length. It is random 

and has the equivalency of being encrypted ï it cannot be guessed or broken, and it is only used once. 

The endpoint replies by sending a 25-byte token, beginning at its last valid offset. 

Device state 1b Last valid offset plus token 

22 1F CB FE FA 17 F2 8E A5 F0 8A E1 55 D6 DD 36 13 73 E2 9A 65 2F F6 EA 71 FE F7 D7 B8 28 5D 26 8B 93 64 16 03 

Length = 25 bytes. This is arbitrary and scalable depending on security requirements. 



DIVA One-Time-Pad Synchronization 
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New offset = last offset + token + 1 

22 1F CB FE FA 17 F2 8E A5 F0 8A E1 55 D6 DD 36 13 73 E2 9A 65 2F F6 EA 71 FE F7 D7 B8 28 5D 26 8B 93 64 16 03 

Length = 25 bytes. This is arbitrary and scalable depending on security requirements. 

DIVA dynamic update of offset 

Server authenticates user/device by comparing the received token bit-by-bit to the token generated at the  

server for this account/person/device. If they are identical, then: 

Å the server acknowledges by sending authorization 

Å both the server and endpoint update their dynamic offset independently 

Last offset 

The system is synchronized for the next continuous authentication query. 

The account is automatically locked if the comparison of tokens fails. This would happen if someone has 

copied a key and the offsets are not synchronous. 



Inherent Intrusion Detection 
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100% accurate ð only two DIVA outcomes 

Someone tries to steal a key. 

1. The legitimate user logs back onto the network first. 

Å The legitimate key and server offset dynamically 

updates with this use independently. 

Å The pirated or spoofed key (if possible) is no longer 

synchronized with the server and the legitimate key. 

Å The pirate will be detected if he makes a login attempt. 

ÅThe pirate canôt access the network. Stolen copy is useless. 

Å No theft has occurred. 

This is the only outcome we have ever seen. 



Automatic Revocation and Forensics 
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2. The pirate somehow steals a key and logs on first. 

Å The offset at the server and pirated key updates with this use. 

Å The legitimate key is no longer synchronized with the server. 

Å The next time the legitimate owner logs on to the secure network, the server recognizes that the 

offset is no longer synchronized because of the pirated key. 

Å The account is automatically locked. 

Å The system administrator and client know that their account has been accessed. 

Å The logs know the exact duration of the event and the exact transactions within that time, 

beginning at the last time the server and client were synchronized, and ending at the point in time 

when the account was locked. 

Å The pirate IP address is known for law enforcement use. 



Å Man-in-the-Middle attacks are prevented because there is no key or offset exchange during a session. 

In a distributed key system the key is securely delivered one time. After, in session, there is no key 

transfer with DIVA. 

Å Side Channel attacks are prevented because all operations are order 1 after key load and because 

there is no access to the master key. Proper chip design has Whitenoise operating as a one-time-pad. 

The attacker has no access to the key refreshing the circuits. Two additional techniques were 

presented by the University of Victoria, British Columbia. 

Å Mathematical and factoring attacks are not possible because keys are created by a binary, 

mechanical process and not an arithmetic or mathematical process. 

Å Botnet attacks are prevented by configuration with server so the botnet never has access to all the 

key material needed to authenticate data being sent OUT of a network or computer. 

Å Brute force attacks are not feasible with the continually changing dynamic offsets and  exponential key 

lengths. 

Å Denial of service attacks can be prevented by exploiting unbreakable identity and a proxy for secure 

network access so that hackers could never get on a network. 

Whitenoise prevents all known and anticipated cyber attack classes 
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Why Whitenoise is Quantum Computing Attack Resistant 

Å Quantum computing attacks are prevented because every variable is dynamic 

Å No attack is effective against a one time pad 

Å The quantum attacker has no knowledge of master key 

Å The quantum attacker has no knowledge of the number of subkeys, their lengths or the non-

sequential random data that they are populated with 

Å The best chance of breaking Whitenoise is with brute force attacks but the quantum attacker cannot 

go backwards and guess two bytes from one byte of capture information 
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http://www.wnlabs.com/pdf/Whitenoise_Quantum_attack_resistant_crypto.pdf
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ñWith the recommended parameters, Whitenoise uses keys with at least 1600 bits randomness. 

Exhaustive search of 1600 bit keys is completely and absolutely infeasible. Even if we 

hypothesized the existence of some magic computer that could test a trillion-trillion key trials 

per second (very unlikely!), and even if we could place a trillion-trillion of these computers 

somewhere throughout the universe (even more unlikely!), and even if we were to wait a trillion-

trillion years (not a chance!), then the probability that we would discover the correct key would 

be negligible (about ½ to the 1340 power which is unimaginably small ï 1/21340). Hence, if keys 

are chosen appropriately and Whitenoise is implemented correctly, exhaustive key search is not 

a threat.ò                                        
David Wagner  

ï University of California, Berkeley 

 
 

Security Analysis ñ University of California, Berkeley 
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 By comparison: 
 
According to physicist David Deutsch, this parallelism allows a quantum computer to work on a million computations at once, while your desktop 
PC works on one. A 30-qubit quantum computer would equal the processing power of a conventional computer that could run at 
10 teraflops (trillions of floating-point operations per second). Today's typical desktop computers run at speeds measured in gigaflops (billions of 
floating-point operations per second).    http://computer.howstuffworks.com/quantum-computer1.htm  

http://computer.howstuffworks.com/quantum-computer1.htm
http://computer.howstuffworks.com/quantum-computer1.htm
http://computer.howstuffworks.com/quantum-computer1.htm


Balancing Privacy and Security 

Here is a paradigm for commercial markets in western democracies. 

Security is complicated only because of narratives, needs, and money motives ï not science.  

Balancing Privacy and Security 

GOVERNMENT 

National Security TELECOMS 
PRIVACY 

EXPECTATIONS 

ÅMetadata 

ÅWiretaps 

ÅFISA 

ÅClean footprints 

ÅLegitimate surveillance 

ÅPersonal data 

ÅCorporate data 

ÅIntellectual property 
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Balancing Privacy and Security 

GOVERNMENT 

National Security TELECOMS 
PRIVACY 

EXPECTATIONS 

ÅNo keys 

ÅLaw enforcement surveilles visible network 

ÅUse FISA and probable cause 

Dynamic Distributed Key Infrastructures (DDKI) 

ÅTelco has unique master key(s) 

ÅTelco creates unlimited number of client keys. 

ÅTelco has copy of client private keys and offsets 

No keys All the keys One key 

ÅPrivate key makes unlimited OTPs 

ÅOne key = all security functions 

Balancing privacy and security and monitoring key identity  
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Network security is a cryptographic problem 

... yet most dollars are spent on non-cryptographic technologies to try to identify the problems already present within your networks. 

ÅData analytics as security 

ÅBehavioral engines 

ÅHeuristics 

Breakable Public Key Framework Services 

ÅPublic keys (factorable) 

ÅRevocation authorities 

ÅCertification authorities 
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Networks need a simple, 100% accurate cryptographic solution 

       Keep the criminals out in the first place. 

ÅUnbreakable keys 

ÅIdentity and data provenance - secure network access 

ÅContinuous, dynamic, OTP authentication and encryption 

 

Breakable Public Key Framework Services 

ÅPublic keys (factorable) 

ÅRevocation authorities 

ÅCertification authorities 
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Hereõs how ñ with one unbreakable key 

Å Identify network and data access of all users, components and administrators with unbreakable, dynamic, 

continuous, one-time pad authentication 

Å Log all network activity 

Å Unique authenticated one-time pad encryption for all persons, components and data 

Å Keys are always encrypted 

Å Stored private keys are separate from their encrypted offsets (with Whitenoise) 

Å Internal access to keys or offsets require two different sets of administrators 

If criminals could manage to get in your networks, they need to access key structure and 

offsets that are located in two separate places and encrypted with different keys 

simultaneously and use them before the next authentication call. 

Å Transmissions and communications are always encrypted 
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There are 3 main components and 2 framework choices for crypto systems 

Crypto systems 

ÅKey creation 

ÅKey distribution 

ÅKey management 

There are only two options in security frameworks 

ÅPublic key, asymmetric frameworks (broken badly) 

ÅDynamic Distributed Key Infrastructure (DDKI) frameworks (never broken) 

With only two choices DDKI is analogous to Tesla using alternating current and Edison 

using direct current. 
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Public key cryptography framework limitations 

ñInsanity is trying the same thing a thousand times and expecting a different result.ò 
 ð Albert Einstein 

 

Å PKI CANNOT prevent man-in-the-middle attacks   

Å NSA knows that the ciphersuite cryptographic ECC, AES and RSA algorithms are breakable 

Å RSA Integer Factorization Cryptography is even breakable with a dictionary attack 

Å Asymmetric PKI cannot be deployed in the majority of contexts (IoT) because of cost, computational 

requirements, and available resources  

Å PKI has insecure key distribution and key delivery  

Å PKI networks require separate utilities for the different security controls 

Å PKI exasperates network computation and overhead and the requirements explode if they try to make 

stronger keys 

Å Elliptical Curve Cryptography (ECC) is broken more easily with quantum computing than RSA 
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http://www.wnlabs.com/pdf/Rapid_Factorization_of_semiprimes.pdf
http://www.wnlabs.com/pdf/Internet_of_Things_and_Whitenoise_Technologies.pdf


The PKI inefficient handshake 

Network security and performance are exasperated by computationally intensive handshakes to initiate sessions. 
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The simple DDKI private network handshake 
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In symmetric, dynamic, distributed key systems, the server has copies of all the keys on a system. The keys 

are stored in an encrypted state. The keys are always kept separate from the last current dynamic offsets. 

Each endpoint has only its unique, distributed, private/secret key. Secret keys are NEVER shared between 

endpoints. There is never key or offset exchange after setup. The following illustration shows a system in its 

simplest configuration. 


