Quantum Computing
Attack Resistant Cryptography
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cipher suite that is resistant to quantum attacks. Unfortunately, the growth of elliptic curve use has
bumped up against the fact of continued progress in the research on quantum computing,

necessitating a revaluation of our cryptographic strategy."” T wiki

Quantum attacks are an existential threat to ECC, RSA, and AES.

Arithmetic or mathematically based cryptography can be broken by

definition. It is simply a degree of difficulty.
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Whitenoise cryptography for etimepad network security whitenoise

Dynamic Distributed Key Infrastru@ii€fs a virtual security
framework of devices and persons with DIVA. You can easily use i
with existing asymmetric network frameworks to fix PKI fatal flaws.

Dynamic ldentity Verification and Autheribds#ds a virtual
protocol exploiting Whitenoise keys (DRNG Hasepade
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How a Whitenoise key (DRNG) is created
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lechnolog

The subkeys are populated with random data from a Master Key. Data is not sequential.

!

Whitenoise Architecture

Subkey 1

Subkey 2

Subkeys

Subkey n

> loop
infinitely

X/OR bits - bit independent and FAST

>

Pseudo random stream

Delinearization
utility

Superkey is larger than the data

Random stream - no testing failures

V¥ Whitenoise source stream

Plain text

V¥ Cypher text

Flipped bit - value of stream still good

v

v

v

Break stream up - process and transmit simultaneously in channels - increase speed

A Variable number of

A

prime number length
subkeys

Each Dbit 1s
the corresponding bit of
the next subkey

Twobytesworth are
appended together and
run through an

Sbox

It becomes the first byte
of the delinearized key
stream

The subkeys loop infinitely left to right. We can use this data source only to the point where all the ssatkeyxlweearp gietifiectly vertically.
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Whitenoise oneray functions
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Whitenoise Delinearization

v/ Each box represents one byte
v/ P is the byte addressed by our offset point (the first byte in this example)
¢/ The address P-3 is a co-prime distance of 3 bytes away from P.

¢/ The address P-10 is an additional co-prime distance of 7 bytes away from P-3

P
P-|10 P-9 P-8 P-7 P-6 P-5 P-4 P-3 P-2 P-1 IID
1. 3.\A (HIUK) 4,
XOR
5(65356) (WXYZ)
Append (P-10) & (p_i,;///'
(ABCDEFG) 2 .
Cp —>

Delinearized cypher stream

The hacker has no knowledge of the master key which populates the subkeys with random data.

A Two bytes are taken

from the initial key
stream, appended
together, and pushed
through an-Box

Only one byte emerges

A hacker cannot go
backwards and guess
two bytes of key stream
from one byte of
captured information

The hacker has no
knowledge tife
number of subkeys
their lengths, or the
random data they are
populated with

A 1tis a onéme pad
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How to calculate length and strength of a Whitenoise key
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A Quick Look at Multiplicity

)
=2 Create New Key (SK len = 100,280,245,065 in 159 = B =

Key 1 Length m Key & Length 17 -
Key 2 Length m Key 7 Length 19 -
Key 3 Lenagth m Key B Length 79 -
ey 4 Length 1 +| Kev9length Im
Key 5 Length 13 +| Kev 10 Length m

Key Name [uantumS ecure Key File Name |Duantum5&cu|e

Key Mumber I 1 ’ Ok I Cancel |

L A

17

If we multiply the lengths of the subkeys, we see that
using 10 subkeys and the smallest primes would result

in a key 110,280,245,065 bytes long. We only need to

19

securely transmit 158 bytes of internal key information

23

The bit strength of the cipher is calculated by

adding the key stream byte lengths and multiplying

27

8 bits per byte.

29

one time (not including offsets) in order to recreate this key.

A The length of a

Whitenoise key is
calculated by multiplying
the length of the
subkeys in bytes

The strength of a
Whitenoise key is
calculated by adding the
lengths of the subkeys
in bytes and multiplying
by 8 bits per byte

To create a key

> 100 billion bytes long,
we only have to store
158 bytes of information

This is the weakest key possible ~ 1600 bits. Bit strengths, key lengths, speed and entropy are easily scalgélis betausmdiltiédding more
subkeys results in greater entropy in the perturbed key.
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Whitenoise key characteristics whitenoise

A The key is an exponedg#rministic random number generator (DEAIE source.
A The government department, Telco or service provider receives a UNIQUE master key (DR

A The entity can make an unlimited number of client account keys and distribute them to thei
or network endpoiote time

A The unique, private, account keys create key streams of exponential length and are deterrr
themselves. Key structure storage requires little space.

A The unique, endpoint, distributed, private keys create an infinite numbetiofepsiduekams
(small key subsets) from thatimedistributed key.

A We know where eachli@sed cryptographic call or control is being called from in the key stre
tracking current dynamic offsets.

A Using keys is incredibly fast because after key setup the only function is XOr which is the f:
operation on a computer. This allows Whitenoise to lng asddansor contexts that cannot use
cryptography with high overhead like RSA, ECC and AES.
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http://www.wnlabs.com/pdf/Internet_of_Things_and_Whitenoise_Technologies.pdf

Track allkey based seurity contols fom onanfinite déerministic o

randomkey stream whitenoise

22 1IFCBFEFA 17 F2 BEA5 FO BAE155D6 DD 36 13 73 E2 9A65 2F F6 EA71 FEF7 D7 B8 28 5D 26 8B 93 64 16 03

1 1

Fixed token for Fixed token for
identity non-repudiation
like a cert Qurrent dynamic offset Qurrent dynamic offset
for one-time pad for one-time pad
authentication encryption

Qurrent dynamic offset
for signature
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Key charateristics whitenoise

lechnolg

A The keys and tokens can be of ANY bit strength.

A Smaller tokens for authentication can be safely used because DIVA operates as a dynamic,
onetime pad.

A Because the keys are unique to each endpoint or device they provide authenticated encrypti
or transmission with provenance and identity.

A Because keys use the fastest function available on computers, XOr, it is always as fast as th

A Because the keys are bit independent they can be parsed and cut up and reassembled. This
secure key storage separating key structure and offsets and scalable speed.

A In hardware (like FPG24$)tes per clock cycie processed. Speed is scalable by adding more
threads. The fastest RSA algorithm (Spritz 2014) needs 24 clock cycles to procesdsl one byte.
needs 28 clock cycles per byte. Both SpkifZ=andre slow and computationally intensive.
Whitenoise isde channel attack resistant
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http://www.wnlabs.com/pdf/Chip_versus_PIC_cost_comparison.pdf
http://www.wnlabs.com/pdf/Chip_versus_PIC_cost_comparison.pdf
http://www.wnlabs.com/pdf/Chip_versus_PIC_cost_comparison.pdf
http://www.wnlabs.com/pdf/WN_Paper_2015_DRAFT.pdf

Dynamic Identity Verification and Authentication (DIVA) o

is a OneTimePad whitenoise

Both server and endpoint have a copy of the account identity management key. The server sends a reques
endpoint for an identification token of a specificnénigtibase, 25 bytes. It is not sending across either an offset
key with this request.

Last valid offset Device state la

l

221FCBFEFA17F28EAS5FO8AEL155D6 DD 36 13 73 E29A652F F6 EA71 FE F7 D7 B8 26 5D 26 ¢

The key stream is a minimun¥ddya6s in length. We are continuously and dynamically comparing tokens to el
the correct identity of the network user. A token is an unused segment of key stream of an arbitrary length. |
and has the equivalency of being en¢nypuhot be guessed or broken, and it is only used once.

The endpoint replies by sending @& token, beginning at its last valid offset.

Last valid offset plus token Device state 1b

!

221FCBFEFA17F28EA5FO8B8AELS55D6 DD 36 13 73 E29A652F F6 EA7L1FE F7 D7 B8 28 5D 26 ¢
Qength = 25 bytes. This is arbitrary and scalable depending on secWequirements.

Y
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DIVA Ond@imePad Synchronization whitenoise

DIVA dynamic update of offset
Server authenticates user/device by comparing the receivedlibkerth@ttoken generated at the
servefor this account/person/device. If they are identical, then:

A the servaacknowledges by sending authorization

A both theerver and endpaiptate theilynamic offset independently

Last offset New offset = last offset + token + 1

!

221FCBFEFA17F28EA5FO08AE155D6 DD 36 1373 E29A652FF6 EA 71 FE F7 D7 B8 28 5D 26
Qength = 25 bytes. This is arbitrary and scalable depending on security yrements.

The system is synchronized for the next continuous authentication query.

The account is automatically locked if the comparison of tokens fails. This would happen if son
copied a key and the offsets are not synchronous.
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Inherent Intrusion Detection whitenoise
100% accurai@only two DIVA outcomes
Someone tries to steal a key.
1. The legitimate user logs back onto the network first.
— options P, po— A The legitimate key and server offset dynamically
updates with this use independently.
Edit User
User Information A The pirated or spoofed key (if possible) is no longer
Username: | Andre Brisson synchronized with the server and the legitimate key.
First Name: | Andre
Last Name: | Brisson A The pirate will be detected if he makes a login attemj
e-Mail: abrisson@wnlabs.com
Description: | Aircard User A T h e p | r a t e can 6 t access
State: Active IB%

A No theft has occurred.

This is the only outcome we have ever seen.
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Automatic Revocation and Forensics whitenoise

2. The pirate somehow steals a key and logs on first.
A The offset at the server and pirated key updates with this use.
A The legitimate key is no longer synchronized with the server.

A The next time the legitimate owner logs on to the secure network, the server recognize
offset is no longer synchronized because of the pirated key.

A The account is automatically locked.
A The system administratorchedt know that their account has been accessed.

A The logs know the exact duration of the event and the exact transactions within that tin
beginning at the last time the server and client were synchronized, and ending at the p
when the account was locked.

A The pirate IP address is known for law enforcement use.

Whitenoise Labs Page 12



e
Whitenoise rvents alknown and anticigied cyberattack classes whitenoise

lechno

A Manin-the-Middleattacksare pevenied beause the is ndey onffseexchange during a session.
In a distributed key system the key is securely delivered one time. Aftineia sesei&ry
transfer with DIVA.

A Side Channekttacksare pevented beause all opations & ader 1 fierkey load and tause
thae is no @essto the mdsrkey. Proper chip design has Whitenoise operatingtasepade
The attacker has no access to the key refreshing the circuits. Two additional techniques wer
presented by the University of Victoria, British Columbia.

A Methenstical and fatoringattacksare not possiblescausekeys @ aeatedby a bingy
mechaxal pocess and not an arithmatimathematigaibcess.

A Botnetattacksare peventedby configtation with seer so the botnetvae has eassto all the
key naterial needetd autheticate dita being $& OUT of a tvrk oicompter.

A Brueforceattacksare nofieasible with tisentinually changing dynaofiges and exponential key
lengths

A Denial of seviceattackscan be mvenied by exploiting urdekable idetity and anaxy for seure
nework &aess so i hagerscould neer get on a tvik.
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Why Whitenoise is Quantum Computing Attack Resistant whitenoise

A Quantum computingtacksare pevented because eery variabldés dynamic

A No attack is effective against a one time pad
A The quantum attacker has no knowledge of master key

A The quantum attacker has no knowledge of the number of subkeys, their lengths or the non
sequential random data that they are populated with

A Thebest chance of breaking Whitenoise is with brattad&sckeihe quantum attacker cannot
go backwards and guess two bytes from one byte of capture information
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http://www.wnlabs.com/pdf/Whitenoise_Quantum_attack_resistant_crypto.pdf
http://www.wnlabs.com/pdf/Whitenoise_Quantum_attack_resistant_crypto.pdf

e
Security Analysif University of California, Berkeley whitenoise

AWIith the recommended parameters, Whit
Exhaustive search of 1600 bit keys is completely and absolutely infeasible. Even if w:
hypothesized the existence of some magic computer thattcdiidd-tekioa key trials

per second (very unlikely!), and even if we could|ptaegiion of these computers
somewhere throughout the universe (even more unlikely!), and even if \adrivem to we
trillionyears (not a chance!), then the probability that we would discover the correct k
be negligible (about %2 to the 1340 power which is unimagine@§/$ntédince, if keys

are chosen appropriately and Whitenoise is implemented correctly, exhaustive key se
a threat. o

David Wagner
I University of California, Berkeley

By comparison:

According to physiciddavid Deutschthis parallelism allows @uantum computer to work on a million computations at on¢&hile your desktop
PC works on one. A 3fubit quantum computer would equal the processing power of a conventional computer that could run at
10teraflops (trillions of floatingpoint operations per second). Today's typical desktop computers run at speeds measured in gigaliloms @bil
floating-point operations per second).hitp://computer.howstuffworks.com/quanturacomputerl.htm
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http://computer.howstuffworks.com/quantum-computer1.htm
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Balancing Privacy and Security whitenois:

O e s

Here is a paradigm for commercial markets in western democracies.

Securty iscompbatedonlybecause of netives, needsand money m@&tsi not sciere.

Balancing Privacy and Security

GOVERNMENT [ — PRIVACY
National Security TELECOMS T8 EXPECTATIONS

AMetadata APersonabiata
AWretaps ACorporatalata
AFISA Alntellectual pperty

AClean footprints
ALegitimate surveillance
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Balancing privacy and security and monitoring key identity whitenoise
ANo keys
ALaw enforcemesurveillgvisiblenetwork APrivate keynakesunlimited OTPs
AUseFISAandprobablecause AOne key allsecuritfjunctions

Balancing Privacy and Security

GOVERNMENT mm
National Security TELECOMS B EXPECTATIONS

A

Dynamic Distributed Key Infrastructures (DDKI)

ATelcohasuniquemasterkey(9
ATelcocreatesunlimitednumberof clientkeys.
ATelcohas copyof clientprivatekeysandoffsets

PRIVACY

No keys All the keys One key
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Network security is a cyptographic poblem whitenoise

...yet most dollargesspet on nostrypogaphidechnologies tyto idetify the jpblems edadypresentvithinour nenorls.

Breakable Public Key Framework Services

AData analytics ascsety APublideys(factorable)
ABetaviaal engines ARevocationauthorities
AHeuristics ACertifi@tion authorities

INSIDE YOUR NETWORK OUTSIDE YOUR NETWORK
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e
Networksneed a simplel00% accurateyptographic solution whitenoise

Keep the criminals out in the first place.
Breakable Public Key Framework Services

AUnbreakable ley APublickeys(factorable)
Aldentity and data provenasegure network access ARevocationauthorities

AContinuous, dynamic, OTP authentication and encrypirtifiation authorities

INSIDE YOUR NETWORK OUTSIDE YOUR NETWORK
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Here® how i with one unieakablekey whitenoise

A Identify nenork and aa access of all useicomponets and admirnibrs with umgekabk, dynang
continuos, ore-time pad authi@&ation

A Log all nmork ativty

A Unique authticated oe-time pad engptiorfor all persspcomponets and dta
A Keys @ alays entyped

A Stored prae keys @ sepate fom their engaedoffsetgwitiwhienoise)

A Inernal acessto keys opffsetsequie two diferent sets of adminmasors

If ciminal®ould managde get iryour nevorks they neetb aasskey stucture and
ofsets tht ae bcated intwo sepate plaes and amyed witldiferentkeys
simultaneously and use tlbefore the ne autherdationcal.

A Transmissions andmmurgtions & aWays engyped
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e
There ar® main componentnd2 franework choicedor crypto systems whitenoise

Crypto systems
AKey eeation
AKey distribution
AKey managemie

Thae ae onlywo options in sarty famewrks
APublidkey, asymmetri@meworks (loken badly)
ADynami®istribtedKey Infastucture (DDKIydmeworks (nesr bioken)

With oy two choices DDKIs analogouso Tesla using & rrating curent andedison
using drect currert.
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Publickey ayptogragy framework limitations whitenoise

lechno

i | nysisaying the same thing a thousand timesgpastohg adiferent resulo
0 Abert Eindein

PKI CANNOT prevent-imdmemiddle attacks
NSA knows that the ciphersuite cryptographic ECC, AES and RSA algorithms are breakable

RSA Integer Factorization Cryptography is even breakalbleowitiy attack

o o o D»

Asymmetric PKI cannot be deployed in the majority ofcddinéedisse of cost, computational
requirements, and available resources

o

PKI has insecure key distribution and key delivery
A PKI networks require separate utilities for the different security controls

A PKI exasperates network computation and overhead and the requirements explode if they tr
stronger keys

A Elliptical Curve Cryptography (ECC) is broken more easily with quantum &®dputing than
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http://www.wnlabs.com/pdf/Rapid_Factorization_of_semiprimes.pdf
http://www.wnlabs.com/pdf/Internet_of_Things_and_Whitenoise_Technologies.pdf

e
The PKI inefficient handshake whitenoise

Network security and performance are exasperated by computationally intensive handshakes to initiate ses

Kryptotel
Infrastructure

1. Client sends
“ClientHello” message

SSL

2. Server sends
“ServerHello” message

3. Server sends its certificate

4. Server requests
Client's certificate

Client's C \

Certificate

. N
Session
Ky = O

Server's \
Public Key

Digital
Envelope

5. Client sends its certificate Server’s Certificate located

inside Kryptotel's Infrastructure

6. Client sends
“ClientKeyExchange”message

Server's
Private Key Session
Key

o
~

7. Client sends

DS
“CertificateVerify"message

Digital Signature

8. Client & Server exchange
“ChangeCypherSpec”
messages

9. Both send “Finished”
messages

o
0
o

4
o
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