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Summary:  A Whitenoise key is an exponential length key that can be used as a one-time-pad 
and that can in turn create an unlimited number of unique keys. Because its structure is more 
akin to the mechanical Enigma it is not vulnerable to arithmetic attacks. Because they are 
random they are resistant to brute force and quantum computing attacks. 
 
 



Whitenoise is a new generation stream cipher and deterministic 

random number generator. 

 

Dynamic Identity Verification and Authentication (DIVA) is a virtual 

protocol exploiting Whitenoise keys (DRNG) as a one-time-pad. 

 

Dynamic Distributed Key Infrastructures (DDKI) is a virtual security 

framework of devices and persons with DIVA.  You can easily use it as 

a standalone distributed system or with existing asymmetric network 

frameworks  to create a hybrid system that fixes PKI  fatal flaws. 

 

We will examine each in turn. 

 
 

One-time-pad network security 
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How a Whitenoise key (DRNG) is created 

The subkeys loop infinitely left to right. We can use this data source only to the point where all the seams between all the subkeys line up perfectly vertically. 
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ÅVariable number of 

prime number length 

subkeys 

ÅEach bit is XOrôd with 

the corresponding bit 

of the next subkey 

ÅTwo bytes worth are 

appended together 

and run through an  

S-box 

Å It becomes the first 

byte of the 

delinearized key 

stream 



The hacker has no knowledge of the master key which populates the subkeys with random data. 

Whitenoise one-way 

functions 
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ÅTwo bytes are taken from 

the initial key stream, 

appended together, and 

pushed through an S-Box 

ÅOnly one byte emerges 

ÅA hacker cannot go 

backwards and guess two 

bytes of key stream from 

one byte of captured 

information 

ÅThe hacker has no 

knowledge of the number of 

subkeys, their lengths, or 

the random data they are 

populated with 

Å It is a one-time pad 



This is the weakest key possible ~ 1600 bits. Bit strengths, key lengths, speed and entropy are easily scalable because Whitenoise is deterministic. Adding more 

subkeys results in greater entropy in the perturbed key. 

How to calculate length and strength of a Whitenoise 

key 
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ÅThe length of a Whitenoise 

key is calculated by 

multiplying the length of 

the subkeys in bytes 

ÅThe strength of a 

Whitenoise key is 

calculated by adding the 

lengths of the subkeys in 

bytes and multiplying by 8 

bits per byte 

ÅTo create a key  

> 100 billion bytes long, we 

only have to store 158 

bytes of information 


