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Abstract
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provide support for the enhanced peer authentication and data protection provided by Whitenoise
Lab's DIVA, in compliance with the generic extension mechanisms of RFC 6066 for the TLS
handshake.
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1 Introduction
The primary goal of the proposed extension is to enhance the security provided by the transport
layer security (TLS) protocol with the authenticated encryption for identity and provenance
provided by Whitenoise Lab's DIVA security platform.
With advances in computing technology, and in particular quantum computing, attacks are
rapidly becoming an existential threat to mathematical- or arithmetic-based cryptography.
Successful attacks already exist for all cipher algorithms within Suite B (including RSA, ECC &
AES). The TLS-DIVA integration described in this paper prevents these attacks by enciphering
critical aspects of TLS protocol messages with Whitenoise Lab's one-time-pad technology.
1.1 Requirements Terminology

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [REQ].

2 DIVA integration with TLS
The WNL DIVA cryptographic system provides unbreakable security by virtue of its operation
as a one-time-pad. Modifying TLS to encipher session particulars with DIVA augments TLS
security with dynamic client and server identity validation.
Support for DIVA integration with current and future versions of TLS enhances transport
security by requiring an additional secret known only by the client and server. Knowledge of this
secret establishes the trustworthiness of both connection endpoints.
TLS security may be further enhanced by incorporating WNL DIVA at the TLS ciphersuite
level. By integrating DIVA in this way, successful encryption and decryption of exchanged data
is contingent upon knowledge of the DIVA particulars. This requirement conveys the important
advantage that any compromise in the TLS session key does not, on its own, permit successful
decryption of the session data.
2.1 Peer Identity in a TLS-DIVA Session

It is during the TLS handshake process that server and, optionally, client identities are
established by means of an exchange of digital certificates. The proposed DIVA support
complements this system by use of a previously established secret, one that is known only by
trusted parties (typically only the client and server themselves), and is never communicated in
the course of a TLS session.
By utilizing DIVA, a client's credentials may be established by virtue of knowledge of this
secret. DIVA defines this secret in the form of a unique key, one that can be used to create an
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arbitrary quantity of computationally strong pseudo-random data. A (bounded) segment of data
developed in this fashion is referred to as a keystream.
The successful deciphering of any data enciphered (mixed) with a DIVA keystream requires
knowledge of both the specific DIVA key in question and the precise location in the keystream
from which the enciphering proceeded.
2.2 TLS-DIVA Modes of Operation

A central aspect of DIVA security concerns safeguarding the secrecy of a DIVA key and
resultant keystreams used in the encryption and decryption process. Normal DIVA operation
proceeds exclusively on the part of authorized peers with sequential consumption of some
session-specific keystream.
In this mode of operation, the offset at which keystream data is produced and consumed is
known implicitly by both connection peers, and a successful participant in the connection must
be aware of both the particular DIVA key and the current keystream offset.
The proposed extension may operate in the above mode, in which a single connection exists
between a specific client and a specific server. However, current network topologies often
associate many possible servers with a given client. In some cases, centralizing and serializing
DIVA keystream consumption may lead to inefficiencies or may prove problematic. Having a
multiplicity of servers each configured to define, independently, session-specific keystreams for
a given client / DIVA key is highly advantageous.
The following approach to extending TLS with DIVA support offers such an alternative mode of
operation, allowing multiple, independent DIVA keystreams to be generated from a particular
DIVA key. In this mode, the server determines and conveys the keystream offset to the client,
thus eliminating the need to coordinate keystream processing on the part of multiple servers.
In principle, an attack upon some DIVA-enciphered data stream would require knowledge of the
specific DIVA keystream output used. Since keystream output can not be predicted, but requires
possession of the underlying DIVA key, employing DIVA as a one-time pad prevents any
hypothetical compromise of one portion of a given keystream from impacting the security of
another.
The normative mode of TLS-DIVA operation, however, proceeds on a slightly different premise.
A given DIVA key may be used to generate multiple, concurrent keystreams; since this
keystream production is not serialized, there exists the potential for DIVA key-specific
keystreams to overlap. For this reason, TLS-DIVA adopts additional measures to ensure the
continued security of DIVA operation.
The first measure protects keystream output secrecy by requiring that no DIVA keystream output
be mixed with known values, or with data that an attacker might somehow be able to distinguish
from random values. In TLS-DIVA, this is accomplished by restricting keystream use to
enciphering genuinely random or cryptographically strong pseudo-random protocol data. TLS
employs such random data in multiple aspects of the protocol, for instance in composing the 28byte random_bytes sub-field of TLS ClientHello and ServerHello handshake messages. Another
example is the initialization vectors (IVs) employed by certain ciphersuites.
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The second measure safeguards the secrecy of the position of all DIVA keystream output. As
part of the TLS handshake process the server indicates, for the client, from what starting position
keystream output commences. To prevent a possible eavesdropper from ascertaining this position
it is, before transmission, enciphered by the session's underlying DIVA key.
Should there arise a scenario whereby an eavesdropper obtains a TLS session's RSA or DiffieHellman key, DIVA enciphering of the server hello random bytes prevents the attacker from
computing the TLS session's master secret. Thus, compromise of an RSA or Diffie- Hellman
private key does not allow an attacker to decrypt the records of a TLS-DIVA protected session.
Further, imagine some worst-case scenario whereby an attacker were to become able to calculate
the inverse of any relevant TLS cryptographic functions, such as the pseudo-random function
(PRF). Were an attacker then able to obtain the session's master secret, it might be possible to
reverse a portion of DIVA keystream output. However, the position of this output cannot be
determined without possession of the correct DIVA key. Thus, even in such unlikely scenarios,
an attacker could not mount a successful replay attack upon the DIVA security parameters of a
TLS-DIVA protected session.

3 Extensions to the TLS Protocol
In order to foster adoption and ease incorporation into existing systems, changes to the TLS
protocol have been kept to a minimum and support for all present and proposed versions of TLS
is maintained. The proposed DIVA support for TLS complies with the requirements for TLS
extensions [TLSEXT] and imposes no changes upon either protocol structures or message flow.
3.1 TLS-DIVA Requirements

A DIVA supporting TLS implementation MUST perform the following:



support client and server hello extensions as defined below.
encrypt the ServerHello random field's random_bytes with DIVA.

The server constructs and records the value of the ServerHello random field as decribed in TLS,
however the value reported to the client is first enciphered by mixing the random_bytes sub-field
with DIVA keystream data. The client then uses the details provided by the DIVA extension of
the (extended) ServerHello to compute identical keystream data for deciphering the original
random_bytes value.
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Client

Should both client and server possess identical DIVA key and offset details, the TLS handshake
will complete successfully. A discrepancy in the keystream, however, will cause those
cryptographic operations involving the ServerHello random field (notably derivation of the TLS
session key) to disagree and thus cause the handshake to fail.
Note: TLS employs a hash of handshake messages for mutual validation on the part of transport
endpoints. This hash is verified by comparing the "verify_data" field of the Finished messages
exchanged by client and server endpoints. Whereas this hash is based upon the handshake
messages transferred by both peers, hashing of the ServerHello message must be done after the
random_bytes sub-field is enciphered with the DIVA keystream.
3.2 Employing DIVA with TLS Ciphersuites

Support for DIVA dynamic authentication and continuous encryption within TLS can be
achieved by incorporating the DIVA keystream into the encryption and decryption performed by
a TLS session's selected ciphersuite.
A ciphersuite belongs to one of three categories: chain-block (CBC) ciphers such as AES [AES],
stream ciphers and authenticated- encryption-and-data (AEAD) ciphers. Of these, TLS mandates
support for one chain-block cipher, namely TLS_RSA_WITH_AES_128_CBC_SHA. As such,
support for CBC ciphersuites is outlined presently.
3.2.1 TLS-DIVA Support in CBC Ciphersuites

A TLS chain-block cipher assembles plaintext content and a message authentication [HMAC]
hash into a GenericBlockCipher. As of TLS 1.1 this construct includes an explicit IV
(initialization vector) field, into which random data is assigned. The resulting IV becomes the
first encrypted block of the block-chain. The number of bytes in the IV is identical to the
particular cipher algorithm's cipher-key length.
With TLS-DIVA, the encryption process proceeds as normal, however the resulting (encrypted)
IV block is further enciphered with the DIVA keystream before being issued to the transport
peer. For the receiving endpoint, once the original (encrypted) IV block is deciphered with the
DIVA keystream, CBC deciphering proceeds as normal.
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Successful CBC deciphering requires the correct IV block, otherwise the ciphersuite will report
an error resulting in a fatal alert having a "decrypt_error" alert description.
For a given TLSCiphertext record, keystream output proceeds from a location starting with the
ServerDIVA stream_offset field value plus 28 (the length of the ServerHello random field's
random_bytes). To this, each record advances the stream position by the IV length:
stream_offset = ServerDIVA.stream_offset + 28 +
seq_no * CipherSpec.block_length;

Thus, once established, keystream position is known by both endpoints and need not be further
conveyed over the transport.
For every TLS record so encrypted and decrypted, consumption of the client and server DIVA
keystreams implicitly advances their internal positions. Although keystream position may be
calculated as above, a DIVA keystream has an upper bound far exceeding that supported by a
64-bit number and is, therefore, managed internally.
Note that since each endpoint maintains separate sequence numbers for client and server TLS
records each endpoint must maintain two independent keystreams. Further note that in the
unlikely scenario whereby a keystream's internal position "wraps-around", keystream output will
continue "unbroken" from the consumer's point-of-view.
3.3 Client and Server Hello DIVA Extensions

A new extension type, "wnlabs_diva" is defined and MAY be included by the client in its
ClientHello message.
enum {
wnlabs_diva(TBD), (65535)
} ExtensionType;

The following DIVA details serve to establish client credentials and also to establish the server's
purview of the client.

6

In order to provide DIVA support for the TLS session, clients MAY offer an extension of type
"wnlabs_diva" in the (extended) client hello. The "extension_data" field of this extension
SHALL contain "ClientDIVA" where:
struct {
Number serial_number;
Options diva_options;
} ClientDIVA;
enum {
server_offset(1), double_offset(2), cipher_option(3), (255)
} Option;
Option Options<0..255>;
uint8 Number<4..12>;
uint64 Offset;

The client specifies the DIVA key to be used in the DIVA session via the ClientDIVA
"serial_number" field. This number MUST uniquely identify the key within the scope defined by
the issuing authority, and must be known by both the client and the server in order for a
successful TLS-DIVA session to be established.
"Options" specifies a vector of optional DIVA features indicated for the negotiating TLS-DIVA
session, specified as either:


an empty vector – DIVA support modifies the TLS handshake for the purpose of peer
authentication but does not otherwise alter the TLS session.

or as a one or more of the available options. Each option MUST NOT be specified more than
once. Currently defined options are:


"server_offset" - the client does not track, or does not require the server to track the
keystream offset between TLS-DIVA sessions. Instead, the server chooses the session's
initial keystream offset; in such cases it is RECOMMENDED the server use a
cryptographically-strong random number generator to compute the keystream offset. A
typical TLS-DIVA session will employ this option.



"double_offset" - indicates support for a 128-bit rather than a 64-bit keystream offset. If the
client supports a 128-bit offset, it MUST include this option; if both the client and server
support 128-bit values, the server SHOULD indicate and use a 128-bit offset.



"cipher_option" - the ciphersuite negotiated for use by the TLS session will employ the
DIVA keystream in the encryption and decryption process. Particulars of the method by
which a keystream is employed by a ciphersuite are defined on a per-ciphersuite basis. For
instance, chain-block ciphers mix the encrypted IV with keystream data before issuing the
resultant GenericBlockCipher to the connection peer.
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"Number" is a vector of from 4 to 12 octets (32-96 bits) comprising a serial number uniquely
associated with a DIVA key previously established by some trusted authority.
The client specifies supported options in the "diva_options" field, or specifies an empty vector if
the client does not support additional DIVA functionality. For instance, if the client's preferred
ciphersuite does not support the "wnlabs_diva" extension, the client would not include
"cipher_option" in this vector.
A server that receives a client hello containing the "wnlabs_diva" extension, MAY use the
information contained in the extension to employ DIVA in the TLS session. In this event, the
server SHALL include an extension of type "wnlabs_diva" in the (extended) server hello. The
"extension_data" field of this extension contains "ServerDIVA" where:
struct {
Offset stream_offset[2];
Options diva_options;
} ServerDIVA;

The server provides the keystream offset in the "stream_offset" field. This offset indicates the
initial position at which both the client and server will source DIVA keystream data for use in
the modified TLS session handshake and also for use by any negotiated features.
There are two methods of determining the stream_offset, distinguished by client-server
associativity:


if the DIVA keystream position is implied, for instance if the DIVA key is employed
exclusively by one client and one server, the server conveys its keystream position for
comparison on the part of the client.



if the DIVA keystream position is explicit, for instance if the DIVA key is employed by
multiple, independent TLS-DIVA supporting servers, the server selects a starting position
intended to minimize or eliminate the risk of keystream offset collisions.

Note: The first 48 octets of a keystream are reserved and MUST NOT be used to encipher any
data other than that prescribed below. Accordingly, stream_offset must be not be assigned a
value less than 48.
If the client and server agree to use a 128-bit offset, the server places the 8 high-order octets of
the offset into stream_offset[0] and the 8 low-order octets into stream_offset[1]. Otherwise, the
64-bit, 8-octet offset is placed in stream_offset[1] and stream_offset[0] MUST be filled with
random octets.
1. Obtain the 32 keystream octets generated at offset 10; these form a pair of 16-octet
values.
2. Compute the SHA-256 [SHS] hash of the second 16-octet value resulting from step (1)
concatenated with the 32 bytes of the ClientHello random field; the result forms another
pair of 16-octet values.
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3. Compute the exclusive-or of the (original) stream_offset value with each of the two 16octet values resulting from step (2).
4. The first 16-octet value obtained in step (1) is then used to encipher the result of step (3),
yielding the value to be transmitted to the client.
This procedure prevents an eavesdropper from replaying a previous server response by factoring
the client random bytes into the encoded stream_offset field value. Note that no keystream data
is divulged in this process.
The ServerDIVA "diva_options" field specifies the features selected on the part of the server.
These options MUST be honored by both the client and the server. Should the server require a
DIVA feature that is not supported by the client, the server MUST respond with a fatal alert
having an alert description of "handshake_failure." If the client is not willing to accept the
server's chosen "diva_options", the client MUST issue a fatal alert with a "handshake_failure"
alert description.
If a TLS server is configured to require the enhanced security of TLS-DIVA, for any client not
including the "wnlabs_diva" ClientDIVA extension as part of the (extended) client hello, the
server SHOULD respond with a fatal alert having an "access_denied" alert description.
3.4 TLS-DIVA Session Management

Support for the TLS-DIVA extension mechanism has implications for TLS session management.
TLS provides a mechanism to support the re-use of a cached, previously negotiated set of session
details, as well as a mechanism to negotiate a new set of security details for an already
established TLS session. How TLS-DIVA details are managed as part of overall session handling
is now defined in terms of TLS session resumption and renegotiation.
3.4.1 Session Caching and Resumption

When attempting to resume a TLS session, a client will include any TLS extensions normally
offered as part of the (extended) ClientHello message. If the server opts to resume some cached
session it will, in general, ignore these client extensions. However, this behavior is specified on a
per-extension basis, and in the case of TLS-DIVA, extension particulars are considered private to
each session. Thus, DIVA session details are not recorded in the server's session cache.
In short, whether initiating or resuming a TLS session, a DIVA supporting TLS client SHOULD
offer the ClientDIVA extension, in which case a DIVA supporting TLS server response MUST
include the ServerDIVA extension according to the procedure described above.
3.4.2 Session Renegotiation

Current versions of the TLS protocol support session renegotiation.
As part of this process, a new set of TLS-DIVA session particulars MAY be negotiated, in which
case the client will specify both a DIVA key and a set of DIVA options via the ClientDIVA
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extension in the (extended) ClientHello, as outlined above. Note that such ClientDIVA extension
values may be selected without constraint of any previously negotiated.
In response the server MAY compose and issue a new ServerDIVA extension to the client as part
of the (extended) ServerHello.
Should, when initiating a renegotiation, the client prefer to maintain (any) active TLS-DIVA
session parameters, it MUST NOT offer the ClientDIVA extension. Similarly, should the server
prefer NOT to alter (any) active TLS-DIVA session parameters, it MUST NOT include the
ServerDIVA extension in its (extended) ServerHello message. In this case, the client SHOULD
continue with the active TLS-DIVA session parameters, however it MAY instead opt to send a
fatal alert with a "handshake_failure" alert description and close the connection.
Note: By implication, once negotiated and activated, TLS-DIVA must remain in effect for the
remainder of the secure connection.
Whenever the server provides a new ServerDIVA as part of the (extended) ServerHello message,
the new TLS-DIVA details become pending on both client and server. In such cases the server
MUST modify the 28-byte random_bytes sub-field of the ServerHello message as described
above. Otherwise, the server MUST NOT so modify the random_bytes, proceeding instead with
a normal TLS handshake.
Note: Any negotiated TLS-DIVA cipher details are activated in conjunction with overall TLS
session parameter activation, that is, upon receipt of a ChangeCipherSpec handshake message.

4 Security Considerations
Security issues are discussed throughout this memo, however aspects of DIVA security are
considered in greater depth in the following resources:
Wagner, D., "A Security Evaluation of Whitenoise",
http://www.wnlabs.com/pdf/Wagner_Security_Analysis.pdf, October 2003.
ISOT Group, University of Victoria Department of Electrical and Computer Engineering,
"Evaluation of Whitenoise Cryptosystem Part 1: Encryption Algorithm", February 2003.
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