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 31 

This paper is based on a patent application for the use of Whitenoise with existing, bank routing process 32 

for secure banking and mobile payments. Whitenoise core technologies are patented in countries with 33 

two thirds of the world’s population, economic activity and manufacturing including US, EU (27 34 

countries), Canada, China, India, Brazil, Australia, Japan etc. 35 

Offer to your clients 36 

 37 

 Free Identity management and all network security from one key 38 

 20 gigabytes of free cloud authenticate storage locked down by >250,000 bit encryption 39 

 1to1Real digital wallet 40 

 41 

For $1 per year. 42 

Single key, credit card processing   43 

http://www.wnlabs.com/Presentations/Stop_Credit_Card_and_Identity_Theft.pps  44 

Secure mobile payments and funds transfer 45 

Name – A Secure Mobile electronic payment system where only the bank has the key, 46 

distributed key handshakes, one way and two way authentication distributed key processes and 47 

setting up a dynamic distributed key server. 48 

Abstract: 49 

 50 

A single, unique, distributed, private, master key crypto-currency mobile payment and financial 51 

transaction process whereby an index, offset, or pointer into that unshared private master key or 52 

a token from that master key is appended to existing banking routing information for payments 53 

and funds transfer.  54 

Need 55 

There is a particular need for a secure mobile, electronic, secure payment and money transfer 56 

system where only the bank has the master key, that doesn’t change the existing banking routing 57 

system to any significant degree, and that is easily adaptable to any framework or financial 58 

transfer systems and can be readily adapted to any other digital context that requires secrecy like 59 

medical records transfers, id cards, credit card transactions etc. 60 

http://www.wnlabs.com/Presentations/Stop_Credit_Card_and_Identity_Theft.pps
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 61 

Any topology or technologies created to provide the highest level of network security must 62 

address issues of secure key management, key creation, key exchange, authentication, intrusion 63 

detection, revocation and authorizations. Secure networks must also be able to assure continual 64 

authentication of all persons, components, and devices on a network as well as impose 65 

provenance on all data. 66 

There is a need for a key based network security control, protocol, process and framework where 67 

there is never any transfer of key or offset information during sessions, after one-time pre-68 

distribution and pre-authentication of users and endpoints following accepted identity proofing 69 

techniques for person and non-person entities. There is a need for a system where there is never a 70 

shared secret transmitted in session, where there is never a public key which can be factored or 71 

broken because of improved factoring techniques or quantum computing, and where there is no 72 

reliance on asymmetric key exchange or negotiation which always has security flaws if used in 73 

isolation. There is a need for large scale, distributed authentication systems where there is only 74 

partial sharing of credentials.  75 

There is a need to prevent credit card, debit card, and financial online, electronic fraud as well as 76 

preventing the theft or transmission key and PIN information. There is a need for security 77 

controls, protocols, and frameworks that overcome the fatal security flaws attendant with 78 

asymmetric and public key infrastructure key exchange and topology. There is a need for key 79 

based identity management for person and non-person devices (communication backbone and 80 

endpoint devices) that comprise our communication networks, smart grids and critical 81 

infrastructures. There is a need for protocols and network configurations that eliminate threats 82 

such as man-in-the-middle attacks, side channel attacks, botnet attacks, and the unlimited 83 

accessible life of data residing in the “cloud” or on the internet. 84 

This particular embodiment provides a system where only the bank or the Sender party making a 85 

funds transfer has a copy of the private, unique, exponential Master key and the client or 86 

receiving endpoint never has access to the master key beyond a one-time offset into an 87 

exponential key to which they have no knowledge or access, or a token from an exponential key 88 

which is used only one time for the unique transaction and which is of no cyrptanalytical use in 89 

trying to break the key. Cryptanalysis requires capturing 50% of a key or key stream. When 90 

using a deterministic random number key generator like the preferred embodiment using 91 

Whitenoise even using tokens (in configurations using tokens as opposed to offsets) thousands of 92 

bytes long is insignificant when the master key streams can easily be quadrillions of bytes long. 93 
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 94 

The foregoing examples of the related art and limitations related thereto are intended to be 95 

illustrative and not exclusive. Other limitations of the related art will become apparent to those of 96 

skill in the art upon a reading of the specification and a study of the drawings. 97 

TECHNICAL FIELD 98 

The invention relates to the field of security for electronic communications and in particular 99 

mobile, electronic, payment transfer, money transfer, and guaranteed banking transactions. 100 

BACKGROUND 101 

The most widely used method for providing security online for authentication and encryption is 102 

using asymmetrical encryption systems of the public key design where authentication relies on 103 

certificates issued by certificate servers. Public Key Infrastructure (PKI) systems have known 104 

security vulnerabilities such as being susceptible to Man-in-the-Middle [MiM] attacks, because 105 

they are often implemented improperly and because public keys are always available for 106 

factoring and because there is always key transfer to initiate a session. 107 

The overhead of the PKI system is high, not just because of all the steps involved in the 108 

architecture, but also their choice of cryptography. The key strengths used by the PKI have been 109 

called into question recently. Public keys are compound primes and they are always available for 110 

attack. There have been significant strides in prime numbers and factoring theory. New 111 

techniques exist to factor compound primes. Fast computers factor compound primes by 112 

simplified techniques like the “sieve” method, so what used to take years now can be done in 113 

hours. Using progressively stronger keys with public key systems becomes progressively more 114 

difficult because of the additional computational overhead introduced as keys get stronger 115 

(longer). Additionally, with the advent of quantum computing all public keys will be easily 116 

factored and broken because of fixed key sizes. 117 

SUMMARY 118 

 119 

The security of all crypto systems, whether asymmetric or symmetric, is determined by key 120 

management, key distribution and exchange, key storage, and the nature of the keys, and how the 121 

keys are used. 122 

 123 

 124 
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 125 

In this summary, we will look at a unique and inventive key management, key distribution and 126 

exchange, and key storage process. In the description section of this patent, we will examine an 127 

embodiment of this invention using a single, unique, distributed, private master key where a 128 

bank (institution, issuer etc.) initiates a transaction and is the only party that has a copy of the 129 

key in a Sender-Receiver paradigm. 130 

 131 

Additionally, this distributed key can generate session keys, encrypt and authenticate data, 132 

authenticate endpoints and users, and do so without any asymmetric key exchange or 133 

negotiation. Although the preferred embodiment uses Whitenoise Super keys (patent: Boren 134 

Brisson 10/299847 granted) or other exponential, one-time-pad keys for additional key 135 

generation (and for all security functions including encryption), the encryption function may be 136 

accomplished with any deterministic random (pseudo random) data source and any encryption 137 

algorithms. Adoption of secure network topologies also relies in some contexts on its ability to 138 

leverage existing technologies. As such, a hybrid approach is disclosed that utilizes the banking 139 

routing system that has been traditionally used. 140 

 141 

The following embodiments and aspects thereof are described and illustrated in conjunction with 142 

systems, tools and methods which are meant to be exemplary and illustrative, not limiting in 143 

scope. In various embodiments, one or more of the above-described problems have been reduced 144 

or eliminated, while other embodiments are directed to other improvements. 145 

A dynamic distributed key, identity management, payment and money-transferring system is 146 

provided in which an authentication and key management server manages the only pre-147 

distributed and pre-authenticated unique, private, master key and compares dynamic offsets or 148 

tokens from the master key without ever transferring that key or key structure or without ever 149 

transmitting a token from an unbreakable key or offset in a secure encrypted state.  150 

In distributed key systems the server has a unique master key and has copies of all the unique, 151 

private, endpoint keys and key structures of network endpoints that are pre-authenticated and 152 

pre-distributed and link keys that are pre-authenticated and pre-distributed to any other server at 153 

a higher network tier to create a “network of secure networks”.  154 

In this particular single, distributed Master Key system the only party with a key is the party 155 

conducting a financial transaction and guaranteeing the value of such transactions. 156 

Initial key distribution to the financial institution can be conducted in traditional physical 157 

manners. One time key distribution and provisioning can be done electronically because any key  158 
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theft, if possible, cannot happen without being detected by dynamic identity verification and 160 

authentication. Furthermore, system keys are inherent and compiled within any client and server 161 

software to further protect this initial, one-time key distribution by sending them in an encrypted 162 

state.  163 

BRIEF DESCRIPTION OF DRAWINGS 164 

Exemplary embodiments are illustrated in referenced figures of the drawings. It is intended that 165 

the embodiments and figures disclosed herein are to be considered illustrative rather than 166 

restrictive. 167 

FIG. 1 illustrates how a Bitcoin transaction works and its dependency on public key 168 

cryptography. 169 

 170 

 171 

 172 
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FIG. 1 How Bitcoin works173 

 174 

Fig. 2 illustrates typical money transferring process flow. In this case the process flow of 175 

Western Union which has a core business of transferring funds is illustrated. The guarantee that 176 

the transfer has immediate cashable value is provided by a credit card processing construct. 177 
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FIG. 2 How Western Union funds transfer works178 

 179 

FIG. 3 shows a typical check utilizing a traditional banking routing scheme. This is illustrated by 180 

the series of numbers at the bottom of a traditional check. The last set of numbers represented at 181 

Seraem# represents a token from a single, private, master exponential key like Whitenoise or an 182 

index, pointer or transaction dynamic offset into a single, private, master exponential key. Both 183 

configurations retain critical one-time-pad characteristics because they are only used once. 184 
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FIG 3 Move to the future using the past185 

 186 

 187 

In addition to the exemplary aspects and embodiments described above, further aspects and 188 

embodiments will become apparent by reference to the drawings and by study of the following 189 

detailed descriptions. 190 

Throughout the following description specific details are set forth in order to provide a more 191 

thorough understanding to persons skilled in the art. However, well known elements may not 192 

have been shown or described in detail to avoid unnecessarily obscuring the disclosure. 193 

Accordingly, the description and drawings are to be regarded in an illustrative, rather than a 194 

restrictive, sense. 195 

FIG. 1 illustrates the Bitcoin process. 196 

FIG. 2 illustrates the traditional Western Union-type funds transfer. 197 
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 198 

FIG. 3 illustrates a traditional check used by banks and the bank routing system with our 199 

invention.  200 

FIG. 4 illustrates the simplest kind of secure distributed key infrastructure handshake.  201 

FIG. 5 illustrates a secure distributed key handshake that creates one-time session keys.  202 

FIG. 6 illustrates a typical public key handshake 203 

FIG. 7 illustrates a typical mathematical function used in public key handshakes.  204 

FIG. 8 illustrates how a Whitenoise key in the preferred embodiment is created and its one-way 205 

functions. 206 

FIG. 9 illustrates how the length and strength of the preferred embodiment Whitenoise key is 207 

calculated, 208 

 FIG. 10, 11, 12, 13 and 14 illustrate how the preferred embodiment of Dynamic Identity 209 

Verification and Authetication is used for identity proofing, authentication, intrusion detection 210 

and automatic revocation as described in (BRISSON Patent #13/764,586) 211 

Description 212 

 213 

Bitcoin is a cryptographic, crypto currency process. Because it requires public key, asymmetric 214 

processes it is by definition vulnerable and breakable. Because it is a blockchain it is not 215 

practical or easily scalable.  216 

“The block chain is a distributed database; in order to independently verify the chain of 217 

ownership of any and every bitcoin (amount), each network node stores its own copy of the 218 

block chain. This proof is extremely time-consuming to generate and can take up to 10 minutes 219 

to update a block.” http://en.wikipedia.org/wiki/Bitcoin  The blockchain will continue to grow 220 

exponentially. 221 

Converseley, Whitenoise typically processes both encryption and authentication in about .0004 222 

seconds and the key, key structure or data never bloats. 223 

 224 

http://en.wikipedia.org/wiki/Distributed_database
http://en.wikipedia.org/wiki/Bitcoin
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 225 

The Bitcoin crypto currency process does not address the issue that currency is a sovereign value 226 

proposition where the value of funds is guaranteed by the ability of a government to tax. It is at 227 

odds with the entire global financial system and tries to circumvent it. 228 

In what follows key management, key distribution and exchange, key storage, and how the keys 229 

are used will be examined.. 230 

 231 

This invention can be used in any tier of network “architectures traveling from IP to IP, whether 232 

from computer to computer, or alternatively, from network to network, or computer to network, 233 

and wired-to-wired, wireless-to-wired, and wireless-to-wireless. The system is able to plug 234 

anywhere into a network. 235 

Note is that traditional Western Union-type funds transfers are underpinned by a credit card 236 

network. This is the tie to the existing banking system and it is a step where additional  costs are 237 

incurred.  However, it works within the existing Financial Tech infrastructures and frameworks. 238 

In this case, it is the credit card network that is assuring the value of the transaction. 239 

 240 

Using a single, private, master key system can allow the bank (institution or party), without risk, 241 

to assume the role of a guarantor can guarantee the transaction and take the role that a credit card 242 

network is doing in the Western Union example. Furthermore, they can cover themselves with 243 

traditional banking insurances like FDIC. 244 

In the following embodiment, the bank or money transferring institution know assures the value 245 

of the transaction because it emanates from their bank or institution which is the only party with 246 

a key and from one of their clients for which they have knowledge of available funds for the 247 

transaction. 248 

The system stays the same in overall framework structure but the bank retains their first in line 249 

place with their banking client and gain arm’s reach potential clients in the persons that are 250 

having money transferred to them regardless of where they are banking. 251 

Instead of changing the bank system, adding a Whitenoise offset (preferable) or any other offset 252 

for a single, private key system, or adding a unique one-time token to the traditional routing 253 

numbers enables a secure crypto payment process. Each transaction and every Whitenoise key 254 

(token) and offset is unique and secure. Everything moves the same way it always has. But, since 255 

the offset or token is appended to traditional routing numbers the bank processing system can  256 
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immediately recognize it as a unique electronic transfer that is valid. The current offset value 258 

and/or token is just another field(s) in their databases for their clients. 259 

Each bank can have their own branded mobile payment because the each have their own unique, 260 

private master key and the ability to generate tokens and offsets. Any bank can receive such a 261 

transfer and there is no waiting – it can be cashed on the spot because it is guaranteed by the 262 

bank originating the transaction and they can determine it hasn’t been compromised.  263 

Process 264 

 265 

The initial and only master key distribution to bank happens only one time in a secure fashion. 266 

The bank or institution also is securely provided a key or token generator for the distributed, 267 

unique, private, exponential master key. These can be distributed physically or securely 268 

electronically with technologies such as Dynamic Identity Verification and Authentication 269 

(DIVA). 270 

1. A transaction is initiated by a computerized or communications enabled device, or a 271 

mobile device and connects through an interface to an authentication and encryption 272 

financial technology server to initiate a funds transfer.  The amount of the funds transfer 273 

or the quantity and value of a financial instrument, the sender’s account number and the 274 

intended receiver account number is entered or noted at this time.  The receiving account 275 

number can be associated with a bank or other qualified and enabled receiver in any 276 

tiered, hierarchical distributed system. (For example, a receiving bank may have their 277 

own unique, private, distributed key to provide a link at the server level of networks.) 278 

 279 

Note, in this part of the description we are authenticating the transaction. 280 

Additionally layers can be added to authenticate the receiver, the receiving bank 281 

or any other parties in different configurations and are obvious and well-known to 282 

persons knowledgeable in cryptographic processes. Additional networks security 283 

controls like intrusion detection and automatic revocation are inherent with this 284 

technique. Additional security controls like signature and non-repudiation can be 285 

enable with this same key or by additional technologies. We will subsequently 286 

look at two distributed key handshakes if  additional layers of authentication and 287 

security are used.) 288 

2. The transfer request goes to bank authentication server via a device with communication 289 

and connectivity capabilities.  290 
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3. The server identifies whether the requester is one of their own clients and authenticates 292 

this client using their existing processes and additionally using unique identifiers, 293 

application keys,  or any other authentication factors. 294 

 295 

4. The server identifies the client account and determines whether the initiator has requisite 296 

funds (or credit) or any other additional authorizations to guarantee the value of the 297 

transaction and/or assure the authenticity and authorization for any kind of data transfer. 298 

 299 

 The server creates a unique one-time token or an offset corresponding to a specific token of 300 

arbitrary length from the unique, private, distributed, exponential key and appends this value to 301 

the traditional banking routing numbers as can be found on a check and is illustrated in Fig. 3. 302 

Appending a offset value to a routing number has no negative affect at routing with existing 303 

system.  304 

5. The transaction is sent to the receiving party. We will now look at three scenarios:  305 

 306 

6. One scenario is where the receiving party is a bank or financial enabled institution. In this 307 

case, if the intended recipient is a person or another party, they will have to go in, or 308 

connect to the receiving bank, and be authenticated by whatever means that institution 309 

uses for identity proofing whether it is by physical identification like showing a driver’s 310 

license or passport or an electronic means whereby that institution is using their own 311 

accepted authentication and identification protocols. 312 

 313 

7. Once the receiving party is authenticated the transaction is authorized and authenticated 314 

in the following manner (likely during the same connection): 315 

 316 

a. An acknowledgement of the funds transfer  request is sent to the back to the 317 

sender along with the token or offset  provided  by the sender and which was 318 

appended to the routing numbers. 319 

b. The bank receives the authorization knowing that the receiver has been 320 

authenticated by other means at the receiving end and compares the offset and the 321 

token it represents, or the token itself, and insures that this transaction has not 322 

occurred yet. If the comparison is valid, this token or offset is flagged as having 323 

been used and is never used again. If the comparison is not identical or the 324 

transaction is redundant then the transaction is terminated and any forensic 325 

information like IP addresses, purported account, actual comprised account or any 326 

other available forensic information is logged. The offsets on the bank master key  327 
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 328 

can be updated to a new, unused section of its key stream but the length of the 329 

token used plus one or an alternate arithmetic technique. 330 

c. Final authorization for funds transfer is sent by the bank to the receiving party and 331 

the transaction is concluded or reason for rejection or transaction termination is 332 

sent with a transaction receipt. 333 

It is important to note in this scenario which is the least burdensome to a receiving party 334 

that the overall transaction likely will be further protected by another existing encryption 335 

scheme like Secure Socket Layer (SSL) that is already part of the existing framework. 336 

However, even if the transaction was conducted in an unencrypted state, using 337 

Whitenoise superkeys, means that a token is random and is so small relative to the 338 

sender’s secret, distributed, private, exponential master key that it is of no use 339 

cyrptanalytically to break the master key (and the receiver has been authenticated and 340 

identity proofed at the other end.) It is further secure because it is a one-time-pad process 341 

which is the only mathematically provable unbreakable key based system. 342 

 Similarly, if an index is used for the funds transfer there is no information to the 343 

receiving party (or hackers) of the number of subkeys (at the bank) used to create the 344 

Whitenoise master key, the length and order of the subkeys used to create a Whitenoise 345 

master key, or of the random data (it is not a counter or line feed shift register) that is 346 

used to populate those subkeys of the master key structure. 347 

 348 

8. Another scenario with an additional layer of security is one where the final receiver is “in 349 

the system” and has their own, unique, distributed, private, exponential key. In this 350 

configuration that receiver can be authenticated by additional techniques, handshakes and 351 

processes described below. 352 

 353 

9. Another scenario is one where a transfer is made directly to an end user device (i.e. a 354 

person receiving their paycheck) and then that person and device can be identified with 355 

whatever level of identity proofing or anonymity that the institution “cashing” the 356 

instrument requires by an additional separate process. 357 

Secure distributed key handshakes are a preferred embodiment to be used in conjunction with 358 

this invention.  The payment and funds transfer process described above is a single key, one way 359 

authentication system. 360 

 361 
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It is anticipated to those familiar with cryptographic arts that there will be contexts where 363 

additional security layers, tiers, and key functions will be used.  All contexts and key based 364 

security controls can easily be provided from a dedicated authentication server that can perform 365 

two-way stateful authentication, encryption, signatures, inherent intrusion detection (the keys in 366 

a dynamic distributed key system must be synchronized.)  367 

In symmetric, dynamic, distributed key systems the server has copies of all the keys on a system. 368 

The keys are stored in an encrypted state. The keys are always kept separate from the last current 369 

dynamic offsets.  370 

Each endpoint has only its unique, distributed, private/secret key. Secret keys are NEVER shared 371 

between endpoints. There is never key or offset exchange after setup. The following illustration 372 

shows a system in its simplest configuration. 373 

These authentication and network security servers would have the following characteristics: 374 

1. A method of creating an authentication and key management server for dynamic distributed 375 

symmetric key systems (dynamic distributed key infrastructures) wherein there are no public key 376 

asymmetric components and where the server has the following functionalities: 377 

  i) the server has a unique, pre-distributed master key that can create an unlimited 378 

number of keys; 379 

ii) the server has copies of unique “link keys” between itself and other servers for 380 

secure communications between networks; 381 

iii) the server has copies of all the unique, private secret keys of all the endpoints, 382 

nodes, and components on the network; 383 

iv) end points never share private secret keys with any other endpoints; 384 

v) the server provides continual, dynamic, third party authentication of all endpoints, 385 

nodes and components on a network and imposes provenance on all data; 386 

vi) the server manages accounts, keys, dynamic offsets, dynamic tokens, 387 

authorizations and all other network security controls; 388 

vii) the server can transencrypt transmitted data from being encrypted in the key of 389 

the sender to being encrypted in the key of the receiver; 390 
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 391 

viii) the server can create an unlimited number of unique, secret, private keys from its 392 

master key to enable secure, encrypted and authenticated communications between 393 

endpoints for point-to-point communications; 394 

ix) the server can create session keys and securely distribute session keys to new 395 

endpoints without their own, unique, secret, private key in order to distributed new, 396 

unique, private secret key to new endpoints without first having to physically copy a 397 

distributed key to an endpoint before being able to enroll the new endpoints into the 398 

network;  399 

x) the server performs all key based security controls from a single pre-distributed 400 

key for each endpoint including secure network access, continuous dynamic one-401 

time-pad authentication and encryption, authorizations, signature, non-repudiation, 402 

inherent intrusion detection, and automatic revocation; 403 

xi) the server enables secure one-to-one and one-to-many communications. 404 

  405 
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FIG 4 A simple distributed key handshake 407 

 408 

 409 

 410 

In this invention, only the bank has the unique, private, distributed, exponential master key. 411 

Links 1 and 3 can be secured with this technique as an additional layer of security or the entire 412 

transaction can be conducted using additional security controls like Secure Socket Layer. 413 

A simple distributed key handshake would be comprised of the following steps illustrated in  414 

FIG. 5 A distributed key session key creation handshake 415 

 416 

It may be desirable to be able to generate session keys in order to communicate with endpoints 417 

that do not yet have their own private/secret key. The purpose is to be able to establish secure  418 
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communications with a new endpoint without first having to copy a key physically to that 420 

endpoint as has been traditional in distributed key systems. This allows simple scaling of the 421 

network.  It facilitates authentication and secure, one-time key distribution. It facilitates the 422 

establishment of a secure point-to-point connection between endpoints without intercession 423 

(trans-encryption) by the server. The server continues to dynamically and continually 424 

authenticate the endpoints but no encrypted traffic is passing through it for potential capture. 425 

 426 

 427 

  428 
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This provides a method of sending a secure encrypted communication between a first source 430 

computer through an authentication and key management  server to a second destination 431 

computer, comprising the following steps when the server has already provided the source and 432 

destination computers each  with a unique, private, secret distributed key and a first valid 433 

offset.  434 

i) the source computer (sender) sends a request to the authentication and key management server 435 

for a session key; 436 

ii) the key storage server identifying the source computer and locating its associated private 437 

distributed key;  438 

iii) the key storage server generating a unique session key from its unique, distributed master key 439 

for the session in question, and identifying this session key by a unique session identifier;  440 

iv) the key storage server encrypting the session key with the source computer's private 441 

distributed key and sending it, with a session identifier, to the source (sender) computer;  442 

v) the source computer (sender) using the source computer private distributed key to decrypt the 443 

session key and using the session key to encrypt the communication, which is sent to the 444 

destination computer (receiver) directly along with the session identifier;  445 

vi) the destination computer (receiver) receives the encrypted communication and session 446 

identifier and sending a request to the key storage server for the session key associated with the 447 

session identifier session offset;  448 

vii) the key storage server determining from the session identifier or offset whether it has or can 449 

create the corresponding session key, and whether it has the destination computer's (receiver's) 450 

private distributed key;  451 

viii) if the key storage server determines from the session identifier that it has the corresponding 452 

session key (or offset from which to recreate the session key from the master key), and has the 453 

destination computer's private distributed key, the key storage server encrypting the session key 454 

with said destination computer's private distributed key and communicating it to the destination 455 

computer;  456 

 457 
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ix) the destination computer (receiver) then decrypting the session key using its private 459 

distributed key and decrypting the communication using the decrypted session key. 460 

For comparison, let’s look at the complexity of a typical asymmetric, public key process and key 461 

exchange handshake. 462 

FIG. 6 Typical PKI handshake nightmare 463 

 464 

 465 

The complexity of public key systems is further aggravated by the very intensive mathematics 466 

required. It requires so much overhead in power, space and computational resources that it is 467 

literally unusable in many environments including the Internet of Everything where the majority 468 

of networked components operate under restrictive environments. 469 
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 470 

This is one mathematical technique for creating an asymmetric, public key session key. By 471 

comparison, after key load, the only operation used by DIVA and DDKI is X-Or. The either-or 472 

function is the fastest function available on a computing device.  473 

 474 

 475 

FIG. 7 Diffie Hellman asymmetric handshake 476 

 477 

The security of public key systems has always been fatally flawed. They can never prevent Man-478 

in-the-Middle attacks and a host of other attack classes. In the past, computers were so slow that 479 

none of the attacks were considered feasible. Now computers are so fast it is simple to ravage our 480 

networks because of lack of sustainable identity and data provenance and easily compromised 481 

security processes. 482 

Whitenoise superkeys are the preferred technologies to be used with this invention but the 483 

process is not restricted to their use. We will first review how a Whitenoise key is constructed 484 

and its one-way functions (Whitenoise Super keys (patent: Boren Brisson 10/299847 485 

granted). 486 
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Whitenoise superkey creation 487 

One distributed Whitenoise key creates an infinite number of one-time-pads and handles all 488 
network security controls.   489 

Whitenoise is a deterministic random number generator creating deterministic key streams of 490 

unlimited length that are orders of magnitude more random then radio-active decay.   491 

A Whitenoise key is built from a variable number of prime number length sub-keys which roll 492 
out horizontally to create the data source. Each bit from the data source is XOr’d with the 493 

corresponding bit of the next subkey in a vertical fashion to create the first key stream. This 494 
ensures that it is not operating like a line feed shift register or a counter and makes it bit 495 

independent.  496 

FIG. 8 How a Whitenoise Key is made 497 

 498 

To delinearize this stream, two bytes worth from the initial key stream are appended together and 499 
run through an S-box. Only one byte emerges.  That becomes first byte of the delinearized key 500 

stream which can then be used for any cryptographic purpose. 501 

This creates several one-way functions. A hacker cannot go backwards and guess two bytes of 502 
key stream from one byte of captured information. The hacker has no knowledge of the number 503 
of subkeys in the data source, their lengths or the random data they are populated with. Further, it 504 
is used as a one-time pad in the DIVA protocol and a one-time pad is the only mathematically 505 
proven unbreakable key technology. 506 



Single Key Banking where only the bank has the key! 
Rolled out to Tata Consultancy Services 

Tata Innovation 2015 

   

FIG. 9 Whitenoise one-way functions 507 

 508 

 509 

One-time-pads have three characteristics:  510 

1. The keys are larger then the data to be encrypted or monitored. 511 

2. The keys are random. 512 
3. The keys are never used more than one time. 513 

David Wagner of the University of California, Berkeley did a security analysis of a deployment 514 

of Whitenoise and wrote: 515 

"With the recommended parameters, Whitenoise uses keys with at least 1600 bits randomness. 516 
Exhaustive search of 1600 bit keys is completely and absolutely infeasible. Even if we 517 
hypothesized the existence of some magic computer that could test a trillion-trillion key trials per 518 
second (very unlikely!), and even if we could place a trillion-trillion of these computers 519 

somewhere throughout the universe (even more unlikely!), and even if we were to wait a trillion 520 
trillion years (not a chance!), then the probability that we would discuss the correct key would be 521 
negligible (about ½ to the 1340 power which is unimaginably small). Hence, if keys are chosen 522 
appropriately and Whitenoise is implemented correctly, exhaustive key search is not a threat.” 523 

"After careful security analysis, I was unable to find any security weaknesses in the Whitenoise 524 
stream cipher. Whitenoise resists all of the attack methods I was able to think of. This provides 525 

evidence for the security of Whitenoise."  526 

How do we calculate the length and strength of a Whitenoise key? 527 
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FIG. 10 Length and Strength of a Whitenoise key 528 

 529 

The length of a Whitenoise key is calculated by multiplying the length of the subkeys in bytes. 530 
Multiplying the 10 smallest prime numbers together to form the smallest Whitenoise key 531 
possible would create a key stream greater than 100 billion bytes long. And, we only have to 532 

store 158 bytes of key stream information (like DNA) to exactly recreate this key. 533 

The strength of a Whitenoise key is calculated by adding the lengths of the subkeys in bytes and 534 

multiplying by 8 bits per byte. 535 

How does diva work?  536 

The fundamental characteristic of Dynamic Identity Verification and Authorization and the 537 
different functions it serves is the ability to generate and compare tokens ahead in the key stream 538 
that have never yet been created or used.  539 

These and other similar DIVA techniques are ideal for identity verification, secure network 540 
access, continuous dynamic authentication, authorization, signature, inherent intrusion detection 541 

and automatic revocation.  542 

Both server and endpoint have a copy of the account identity management key. The server sends 543 

a request to the endpoint for an identification token of a specific length. It is not sending across 544 
either an offset or a key with this request. 545 
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FIG. 11 DIVA 1 546 

 547 

We are continuously and dynamically comparing tokens to insure the correct identity of the 548 

network user. A token is an unused segment of key stream of an arbitrary length. It is random 549 
and has the equivalency of being encrypted – it cannot be guessed or broken and it is only used 550 
once.  551 

The endpoint replies by sending a token beginning at its last valid offset. Server authenticates the 552 
user/device by comparing the received token bit-by-bit to the token generated at the server for 553 

this account/person/device beginning at its last current dynamic offset for this key. If they are 554 
identical then the Server acknowledges by sending authorization without sending either key or 555 
offset information. Both server and endpoint update dynamic offset independently. The system is 556 
synchronized for the next continuous authentication query. The account is automatically locked 557 

if the comparison of tokens fails.  558 
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FIG. 12 DIVA 2 559 

 560 

DIVA encompasses the following abilities: stateful two-way and one-way authentication. Two-561 
way authentication means that each endpoint can request and send authenticating segments of 562 
data or offsets. This means that each endpoint has key generation capability. One-way 563 

authentication means that only one endpoint (server/site) has key generation capacity. The server 564 
then writes back to the endpoint subsequent segments of key stream data that have not yet been 565 

used (and delivers this data chunk securely or otherwise)*. On the next session, the server/site 566 
compares the actual data at the endpoint to the data they can generate using the endpoint’s key 567 

structure and current offset. 568 

With DIVA, the key stream is polled throughout the session to continually identify and verify 569 
that the correct user is on the network. It is possible to incorporate transmission of session keys, 570 

use of time stamps, biometrics etc. to increase the security of initial network access (login).  571 

DIVA has stateful detection. The offsets of the key streams must remain in sync between the 572 

endpoint and the server. If an interloper manages to steal a key, or gain network access, then the 573 
offsets between the server, the legitimate endpoint, and the interloper become out of sync.  574 

There are only two outcomes:  575 

 576 
The legitimate owner uses his key/card/device first and the segment of random key data (or offset) is 577 

updated on the legitimate card. The thief then uses the stolen key /card and it won't process because 578 

the data segment (or offset) does not match between the stolen key /credit card and the server. The 579 

account is immediately disabled.  580 

 581 
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FIG. 13 Only DIVA outcome 1 582 

 583 

  584 
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 585 

2) The thief uses the stolen key/card first successfully. The next time the legitimate key owner 586 

tries to access the network they are refused because the stolen card/device has been updated with 587 

a new offset or segment of data, the offset on the server database has been updated, but not 588 

segment of data or offset on the legitimate card/device. Theft has been identified. The account is 589 

immediately disabled. Where the theft occurred is known because of the previous transaction. 590 

FIG. 14 Only DIVA outcomes 2  591 

 592 

DIVA has automatic revocation. The inherent intrusion detection is simply continuing to monitor 593 

that offsets and key segments (tokens) always remain in sync. This is a simple comparison of 594 
offset numbers or sections of random data. Without any human intervention, the instant out of 595 

sync offsets are detected then the account is frozen and that key is denied network access. It does 596 
not require going to outside parties, revocation lists etc. A system administrator can remediate or 597 
deal with any situation without worry of continued or ongoing malfeasance 598 

DIVA/Whitenoise can perform authorization and DRM. The assignment and monitoring of 599 

permissions and usage rights are accomplished by using different portions of the key stream in 600 
the same fashion as authentication.  601 

DIVA prevents all known cyber attack classes   602 

 Man-in-the-Middle attacks are prevented because there is no key exchange. 603 

 Side Channel attacks are prevented because all operations are order 1 after key load and 604 
because there is no access to the key. 605 
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 606 

 Mathematical and factoring attacks are prevented because keys are created by a binary 607 
mechanical process as opposed to arithmetic ones requiring multiplication and mods.  608 

 Botnet attacks are prevented by configuration with server so the botnet never has access 609 
to all the key material to authenticate data being sent OUT of a network or computer. 610 

 Brute force attacks are not feasible with the continually changing dynamic offsets. 611 

 Denial of service attacks can be prevented by exploiting unbreakable identity and a proxy 612 
for secure network access so that hackers could never get on a network.  613 

 Quantum computing attacks are prevented because every variable can be variable.   614 

Dynamic Distributed Key Infrastructures (DDKI) and Dynamic Identity Verification and 615 
Authentication (DIVA) are very flexible while remaining secure and allow for context and goal 616 

specific configuration.   617 

This invention is a Dynamic Distributed Key system.  618 

Claims 619 

1. A single, private, distributed, exponential master key mobile payment, funds transfer and 620 

financial transaction system where only the bank or funds issuing entity has a private, 621 

master key. A token from the Master Key or a cryptographic offset or index value 622 

representing this token on a Master Key is appended to existing routing information. No 623 

key/key structure information used to secure and identify a unique transaction 624 

representing value is ever transmitted or shared between the sender (issuer) and receiver. 625 

No key offset is transmitted in an unencrypted state, and no key, key structure or 626 

pertinent offset information is stored on a server in an unencrypted state. The steps 627 

attendant in this transaction entails: 628 

 629 

i) A transaction is initiated by a computerized or communications enabled 630 

device, or a mobile device and connects through an interface to an 631 

authentication and encryption financial technology server to initiate a 632 

funds transfer.  The amount of the funds transfer or the quantity and value 633 

of a financial instrument, the sender’s account number and the intended 634 

receiver account number is entered or noted at this time.  The receiving 635 

account number can be associated with a bank or other qualified and 636 

enabled receiver in any tiered, hierarchical distributed system. (For 637 

example, a receiving bank may have their own unique, private, distributed 638 

key to provide a link at the server level of networks.) 639 

 640 

ii)  641 
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 642 

iii) The transfer request goes to bank authentication server via a device with 643 

communication and connectivity capabilities.  644 

 645 

iv) The server identifies whether the requester is one of their own clients and 646 

authenticates this client using their existing processes and additionally 647 

using unique identifiers, application keys, or any other authentication 648 

factors. 649 

 650 

v) The server identifies the client account and determines whether the 651 

initiator has requisite funds (or credit) or any other additional 652 

authorizations to guarantee the value of the transaction and/or assure the 653 

authenticity and authorization for any kind of data transfer. 654 

 655 

vi) The server creates a unique one-time token or an offset corresponding to a 656 

specific token of arbitrary length from the unique, private, distributed, 657 

exponential Master key and appends this value to the traditional banking 658 

routing numbers as can be found on a check and is illustrated in Fig. 3.  659 

 660 

vii) The transaction is sent to the receiving party. We will now look at three 661 

scenarios:  662 

 663 

viii) One scenario is where the receiving party is a bank or financial enabled 664 

institution. In this case, if the intended recipient is a person or another 665 

party, they will have to go in, or connect to the receiving bank, and be 666 

authenticated by whatever means that institution uses for identity proofing 667 

whether it is by physical identification like showing a driver’s license or 668 

passport or an electronic means whereby that institution is using their own 669 

accepted authentication and identification protocols. 670 

 671 

ix) Once the receiving party is authenticated the transaction is authorized and 672 

authenticated in the following manner (likely during the same connection): 673 

 674 

x) An acknowledgement of the funds transfer request is sent to the back to 675 

the sender along with the token or offset provided by the sender and which 676 

was appended to the routing numbers. 677 

 678 

 679 
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 680 

xi) The bank receives the authorization knowing that the receiver has been 681 

authenticated by other means at the receiving end and compares the offset 682 

and the token it represents, or the token itself, and insures that this 683 

transaction has not occurred yet. If the comparison is valid, this token or 684 

offset is flagged as having been used and is never used again. If the 685 

comparison is not identical or the transaction is redundant then the 686 

transaction is terminated and any forensic information like IP addresses, 687 

purported account, actual comprised account or any other available 688 

forensic information is logged. 689 

 690 

xii) Final authorization for funds transfer is sent by the bank to the receiving 691 

party and the transaction is concluded or reason for rejection or transaction 692 

termination is sent with a transaction receipt. 693 

 694 

2. A crypto currency scheme whereby the value of the transaction is assured under 695 

sovereign laws and by the good faith of the issuing institution. 696 

 697 

3. A crypto currency scheme whereby each institution, bank or institution authorized 698 

for funds transfer has their own unique master, private keys and hence has their 699 

own unique, secure, customizable crypto-currency. 700 

 701 

 702 

4. A method of creating an authentication and key management server for dynamic 703 

distributed symmetric key systems (dynamic distributed key infrastructures) for 704 

crypto currency, funds transfers and banking transactions wherein there are no 705 

public key asymmetric components and where the server has the following 706 

functionalities: 707 

 i) the server has a unique, pre-distributed master key that can create an 708 

unlimited number of keys and tokens and their corresponding current, 709 

dynamic starting offsets; 710 

ii) the server has copies of unique “link keys” between itself and other 711 

servers for secure communications between networks if any; 712 

iii) the server has copies of all the unique, private secret keys of all the 713 

endpoints, nodes, and components on the network, if any; 714 
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 715 

iv) end points never share private secret keys, if any, with any other 716 

endpoints; 717 

v) the server provides continual, dynamic, third party authentication of all 718 

endpoints, nodes and components on a network and imposes provenance 719 

on all data; 720 

vi) the server manages accounts, keys, dynamic offsets, dynamic tokens, 721 

authorizations and all other network security controls; 722 

vii) the server can transencrypt transmitted data from being encrypted in 723 

the key of the sender to being encrypted in the key of the receiver; 724 

viii) the server can create an unlimited number of unique, secret, private 725 

keys from its master key to enable secure, encrypted and authenticated 726 

communications between endpoints for point-to-point communications 727 

and assignation of value and imposition of provenance on financial 728 

transactions; 729 

ix) the server can create session keys and securely distribute session keys 730 

to new endpoints without their own, unique, secret, private key in order to 731 

distributed new, unique, private secret key to new endpoints without first 732 

having to physically copy a distributed key to an endpoint before being 733 

able to enroll the new endpoints into the network;  734 

x) the server can perform all key based security controls from a single, 735 

distributed, private exponential master key for the transaction including 736 

secure network access, continuous dynamic one-time-pad authentication 737 

and encryption, authorizations, signature, non-repudiation, inherent 738 

intrusion detection, and automatic revocation; 739 

xi) the server enables secure one-to-one and one-to-many 740 

communications. 741 

5. A method in a dynamic distributed symmetric key system called 742 

“transencryption” FIG. 4 where data or a stream from a source (sender) 743 

computer that is encrypted in its own, unique, secret private key is changed  744 
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 745 

(transcribed, converted, translated) from being encrypted in the secret, private key 746 

of the sender, to being encrypted in the unique, secret private key of the 747 

destination (receiver) computer by its authentication and key management server 748 

and forwarded to the destination computer. See Fig. 16. This can be done in a 749 

store and forward manner or in a streaming, real-time manner. The conversion is 750 

bit by bit and the preferred key for this process is a Whitenoise key or equivalent 751 

symmetric, exponential, stream cipher; but not restricted to that kind of cipher. 752 

This ensures paradigms where there is never a common key used between 753 

endpoints on a network. This provides a method of sending a secure encrypted 754 

communication between a first source computer through an authentication and 755 

key management  server to a second destination computer, comprising the 756 

following steps when the server has already provided the source and destination 757 

computers each  with a unique, private, secret distributed key and a first valid 758 

offset.  759 

i) the source computer (sender) sends a request to the authentication and 760 

key management server for a session key; 761 

ii) the key storage server identifying the source computer and locating its 762 

associated private distributed key;  763 

iii) the key storage server generating a unique session key from its unique, 764 

distributed master key for the session in question, and identifying this 765 

session key by a unique session identifier;  766 

iv) the key storage server encrypting the session key with the source 767 

computer's private distributed key and sending it, with a session identifier, 768 

to the source (sender) computer;  769 

v) the source computer (sender) using the source computer private 770 

distributed key to decrypt the session key and using the session key to 771 

encrypt the communication, which is sent to the destination computer 772 

(receiver) directly along with the session identifier;  773 

vi) the destination computer (receiver) receives the encrypted 774 

communication and session identifier and sending a request to the key  775 

 776 
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 777 

storage server for the session key associated with the session identifier 778 

session offset;  779 

vii) the key storage server determining from the session identifier or offset 780 

whether it has or can create the corresponding session key, and whether it 781 

has the destination computer's (receiver's) private distributed key;  782 

viii) if the key storage server determines from the session identifier that it 783 

has the corresponding session key (or offset from which to recreate the 784 

session key from the master key), and has the destination computer's 785 

private distributed key, the key storage server encrypting the session key 786 

with said destination computer's private distributed key and 787 

communicating it to the destination computer;  788 

ix) the destination computer (receiver) then decrypting the session key 789 

using its private distributed key and decrypting the communication using 790 

the decrypted session key. 791 

 792 

 793 

6. The method of claim 5 wherein said secure encrypted, authenticated 794 

communications between different independent, secure networks are conducted 795 

utilizing pre-distributed and pre-authenticated network “link keys” (at a higher 796 

tier network level) comprised of the following steps: 797 

i) the source and destination computers each have a unique, pre-798 

distributed, private, secret key and a first valid offset, that is never shared 799 

with one another or another endpoint or node. Only the authentication 800 

server has copies of all the endpoint private keys, its master key, and link 801 

keys to communicate with other networks; 802 

ii) the Sender encrypts data/file to send to a user in an outside network;  803 

iii) the file goes is uploaded to its network server where it is trans-804 

encrypted from the Sender’s private key to the network link key. The link 805 

keys between networks are pre-distributed and pre-authenticated and are 806 

secret themselves; 807 
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 808 

iv) the server sends the encrypted data/file to an external network server 809 

which confirms that it shares a link key with the sending network and that 810 

the intended receiver is on its network and is authorized to receive the 811 

communication. The receiving server transencrypts the file data from the 812 

shared server link key into the private key of the intended receiver on that 813 

network. If the intended receiver is not present or authorized the 814 

transmission is stopped at the server;  815 

v) the destination (receiver) computer decrypts the transmission with its 816 

unique private, secret key. There has never been sharing of private keys 817 

between endpoints. 818 

7. A method in a dynamic, distributed, symmetric key systems where session keys 819 

are generated from a server’s unique, private secret master key FIG. 6 in order to 820 

communicate with endpoints that do not yet have their own private/secret key. 821 

The purpose is to be able to establish secure communications with a new endpoint 822 

or node without first having to copy a key physically to that endpoint or node as 823 

has been traditional in distributed key systems. This allows simple scaling of the 824 

network that facilitates authentication and secure, one-time private, secret key 825 

distribution. It facilitates the establishment of a secure point-to-point connection 826 

between endpoints without intercession (transencryption) by the server. The 827 

server continues to dynamically and continually authenticate the endpoints but no 828 

encrypted traffic is passing through it for potential capture and is comprised of the 829 

following steps: 830 

i) the source computer (sender) sends a request to the authentication and 831 

key management server for a session key; 832 

ii) the key storage server identifying the source computer and locating its 833 

associated private distributed key;  834 

iii) the key storage server generating a unique session key from its unique, 835 

distributed master key for the session in question, and identifying this 836 

session key by a unique session identifier;  837 

 838 
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 839 

iv) the key storage server encrypting the session key with the source 840 

computer's private distributed key and sending it, with a session identifier, 841 

to the source (sender) computer;  842 

v) the source computer (sender) using the source computer private 843 

distributed key to decrypt the session key and using the session key to 844 

encrypt the communication, which is sent to the destination computer 845 

(receiver) directly along with the session identifier;  846 

vi) the destination computer (receiver) receives the encrypted 847 

communication and session identifier and sending a request to the key 848 

storage server for the session key associated with the session identifier 849 

session offset;  850 

vii) the key storage server determining from the session identifier or offset 851 

whether it has or can create the corresponding session key, and whether it 852 

has the destination computer's (receiver's) private distributed key;  853 

viii) if the key storage server determines from the session identifier that it 854 

has the corresponding session key (or offset from which to recreate the 855 

session key from the master key), and has the destination computer's 856 

private distributed key, the key storage server encrypting the session key 857 

with said destination computer's private distributed key and 858 

communicating it to the destination computer;  859 

ix) the destination computer (receiver) then decrypting the session key 860 

using its private distributed key and decrypting the communication using 861 

the decrypted session key. 862 

8. A method of claim 1 and 5 where the same technique of using a dynamic offset to 863 

be a vector, pointer or index into a single distributed key stream indicating an 864 

unused portion of a bank master key ahead in the key stream to authenticate a 865 

crypto currency provenance and value in a funds transfer or financial transaction. 866 

 867 

9. A method of claim 5 creating a current dynamic offset after the conclusion of a 868 

previous session where the offset is a pointer, vector or index into a specific place 869 

in a key stream from a single, distributed private, secret key that indicates a  870 
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 871 

unique, unused portion ahead in a key stream that has never been created or used 872 

before so that it maintains one-time-pad characteristics for key based security 873 

controls.  874 

10. A method of claim 1 where the next current dynamic offset  on the only bank-held 875 

secret, private, distributed, exponential master key is set for the next crypto 876 

currency transaction by updating the  current dynamic offset on the master key by 877 

the length of the last used token plus one (or some other mathematical operation) 878 

without any key or offset exchange. 879 

11. A method of claim 1 where there is stateful two-way authentication where the 880 

server as well as the endpoint can request and send authenticating segments of 881 

data or offsets. This means that the endpoint has their own unique, private, secret, 882 

distributed, exponential key and key generation capability as well as the server.  883 

12. A method of claim 1 where either the server or an enabled endpoint can perform 884 

one way authentication. One-way authentication means that either the server or 885 

the endpoint (server/site) has key generation capacity. 886 

13. A method of claim 1 where there is stateful intrusion detection because both the 887 

server and the offset or token representing authorization and authentication of a 888 

crypto currency transaction appended to bank routing numbers must be 889 

synchronized and never before used. 890 

14. A method of claim 13 where there is stateful and automatic revocation when an 891 

authentication call is not successful because the dynamic offsets or the token it 892 

represents and is used for the crypto currency transaction are not synchronized or 893 

equivalent upon comparison. When they are not synchronized or identical or if it 894 

is a redundant transaction then the transaction is terminated and network access is 895 

blocked.  896 

15. A method of claim 1 where the assignment and monitoring of permissions and 897 

usage rights for authorization of a crypto currency transaction are accomplished 898 

by using different indexes and tokens of the single, distributed, private, secret 899 

master key stream are constructed in the same fashion as authentication.  900 

 901 


